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Vision

To ensure that the Diploma level Technical Education constantly matches the latest requirements of
Technology and industry and includes the all-round personal development of students including social
concerns and to become globally competitive, technology led organization.

To provide high quality technical and managerial manpower, information and consultancy services to the

Mission

industry and community to enable the industry and community to face the challenging technological &

Quality Policy

environmental challenges.

We, at MSBTE are committed to offer the best in class academic services to the students and institutes to
enhance the delight of industry and society. This will be achieved through continual improvement in
management practices adopted in the process of curriculum design, development, implementation,

evaluation and monitoring system along with adequate faculty development programmes.

Core Values

MSBTE believes in the following:
o SKkill development in line with industry requirements
e Industry readiness and improved employability of Diploma holders
o Synergistic relationship with industry
e Collective and Cooperative development of all stake holders
e Technological interventions in societal development

e Access to uniform quality technical education
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Information Security (314319)
Preface

Information Security (314319) laboratory manual is meticulously crafted to equip fourth semester diploma
engineering students with valuable practical learning experiences aligned with MSBTE 'K' Scheme

Curriculum.

The primary objective of this manual is to learn various techniques to secure user data and information in
various formats. Ideally, protecting computer systems from attacks and unauthorized access means
anticipating problems and devising strategies to address how people, processes, and technologies interact.
The goal, although not always realistic, is to prevent these problems from happening instead of simply
reacting to them as so many organizations do today. To achieve this, each practical is mapped with
prescribed lab learning outcomes (LLOs) and course outcomes (COs). Course facilitators can adopt
suitable pedagogical methods to impart the course with an aim to achieve the prescribed course outcomes

effectively.

Lab activities include installation of required security software, authentication of computer system,
securing files and folders with various techniques, implementation of various encryption techniques using
c programs. It also focuses on firewall setting and gmail security which is widely used now days for
communication. It is assured that with each practical of Information Security student will learn different

security technique for securing the data and information either on computer on network.

We sincerely hope that this manual proves to be an instrumental resource in your professional journey

toward choosing security as one of the career option.

Maharashtra State Board of Technical Education i (‘K> Scheme)



Information Security (314319)

Program Outcomes (POs) to be achieved through Practical:

PO1

Basic and Discipline specific knowledge: Apply knowledge of basic mathematics, science and
engineering fundamentals and engineering specialization to solve the engineering problems.

PO2

Problem analysis: Identify and analyses well-defined engineering problems using codified
standard methods.

PO3

Design/ development of solutions: Design solutions for well-defined technical problems and assist
with the design of systems components or processes to meet specified needs.

PO4

Engineering Tools, Experimentation and Testing: Apply modern engineering tools and
appropriate technique to conduct standard tests and measurements.

PO5

Engineering practices for society, sustainability and environment: Apply appropriate technology
in context of society, sustainability, environment and ethical practices.

PO6

Project Management: Use engineering management principles individually, asa team member or
a leader to manage projects and effectively communicate about well-defined engineering
activities.

PO7

Life-long learning: Ability to analyses individual needs and engage in updating in the context of
technological changes.

List of Relevant Skills

Technology is constantly evolving and making job roles more challenging and fascinating in Information
Technology and Security. As technology enhances, information security threats also increase with the
latest techniques and tactics.

Analytical skills to collect and analyze information

Strong security framework skills to effectively identify, protect, and respond to cyber threats.
Working experience with the most common operating systems, such as iOS, Microsoft Windows,
and Linux so that wulnerabilities are identified within the operating system resulting in a DoS
attack. Good operating system skills help to update and patch the software security gaps to
mitigate cyber-attacks.

Data Privacy skills becoming a crucial part of security and compliance for businesses

Critical thinking and problem-solving skills are required to determine the issue, develop the
solution, and resolve the issue that helps to reduce the impact of security incidents.

Maharashtra State Board of Technical Education ii (‘K> Scheme)
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Practical Course Outcome Matrix

Course Outcomes (COs)

Co1

Identify types of attacks which causes threat to Information Security

CO2

Apply multi-factor user authentication and access control mechanisms on file, folder, device and

applications

CO3

Apply basic encryption / decryption techniques for a given text.

CO4

Apply various encryption algorithms used for information security.

CO5

Implement security techniques to prevent internet threats..

Sr.
No.

Title of the Experiment

COo1

CO2

CO3

CO4

CO5

*}. Install and configure Antivirus software on system
(Licensed copy)

ii. Use privacy and security settings on operating
system

*1.Set up single level authentication for computer
system

ii.Recover the password of computer system using any
freeware password recovery tool (Example- John the
ripper)

*1.Grant security to file, folder or application using
access permissions and verify it

ii.Grant access permission while sharing file and
folder

Write a utility using C/Shell programming to create
strong password authentication (Password should be
more than 8 characters, and combination of digits,
letters and special characters #, %, &, @)

*.Write a C program to implement caesar cipher
technique to perform encryption and decryption of text

ii.Apply Caesar cipher technique to perform
encryption and decryption of text using any open-
source tool (Example - Cryptool)

i.ImplementVernam cipher encryption technique to
perform encryption of text using C programming
language

ii.ApplyVernam cipher technique to perform
encryption and decryption of text using any open-
source tool (Example - Cryptool)

* Implement rail fence encryption technique to
perform encryption of text using C programming
language

Implement simple Columnar Transposition encryption
technique to perform encryption of text using C
programming language

Maharashtra State Board of Technical Education iii
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Information Security (314319)

9 Create and verify Hash Code for given message using
any Open-source tool. (Example-Cryptool)
1.Write a C program to implement Diffie-Hellman key
exchange algorithm to perform encryption of text

10 [ii. Use Diffie-Hellman key exchange algorithm to v
perform encryption and decryption of text using any
open-source tool (Example - Cryptool)
* Use Steganography to encode and decode the

11 |message using any open-source tool (Example- v
OpenStego)

12 * Create and verify digital signature using any Y
Opensource tool (Example-Cryptool)

13 |* Configure firewall settings on any operating system v

14 Send a test mail securely using any open-source tool v
(Example- Pretty Good Privacy with GnuPG)
Set up security policies for any web browser and

15 Email account (Example: setting filter, spam for email v
security. Low security apps settings, cookies,
synchronization for web browser))

Maharashtra State Board of Technical Education iv (‘K> Scheme)




Information Security (314319)

ok wnE

Guidelines to Teachers

Teachers should explain prior concepts to students before staring each experiment.

Refer to laboratory learning outcome (LLOs) for the execution of the practical to focus on the
defined objectives.

Promote life-long learning by training the students to equip themselves with essential
knowledge, skills and attitudes.

If required, provide demonstration for the practical emphasizingon the skills that the student
should achieve.

Teachers should give opportunity to the students for exhibiting their skills after the
demonstration.

Provide feedback and/or suggestions and share insights to improve effectiveness.

Assess students’ skill achievement related to COs of each unit.

Teachers may provide additional knowledge and skills to the students even though that may not
be covered in manual but expected by students in industries.

Instructions for Students

100% attendance is compulsory for all practical sessions.

Students must adhere to ethical practices.

Plagiarism is strictly prohibited.

Students should feel free to discuss any difficulties faced during the conduct of practical

All the students must follow the schedule of practical sessions, complete the assigned
work/activity and submit the assignment in stipulated time as instructed by the course teacher.
Follow formal attire and maintain personal appearance.

Maharashtra State Board of Technical Education % (‘K> Scheme)
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Content Page
List of Practical and Formative Assessment Sheet

Sr.
No

Practical Title

Date of

Performance

Date of

Submission

Assessment
Marks (25)

Teacher’s

Sign

Remark

*I. Install and configure Antivirus
software on system (Licensed copy)

ii. Use privacy and security settings
on operating system

*1.Set up single level authentication
for computer system

ii.Recover the password of
computer system using any freeware
password recovery tool (Example-
John the ripper)

*1.Grant security to file, folder or
application using access permissions
and verify it

ii.Grant access permission while
sharing file and folder

Write a utility using C/Shell
programming to create strong
password authentication (Password
should be more than 8 characters,
and combination of digits, letters
and special characters #, %, &, @)

*1.Write a C program to implement
caesar cipher technique to perform
encryption and decryption of text

il.Apply Caesar cipher technique to
perform encryption and decryption

of text using any open-source tool

(Example - Cryptool)

I.ImplementVernam cipher
encryption technique to perform
encryption of text using C
programming language

i.ApplyVernam cipher technique to
perform encryption and decryption
of text using any open-source tool
(Example - Cryptool)

* Implement rail fence encryption
technique to perform encryption of
text using C programming language

Implement simple Columnar
Transposition encryption technique
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Information Security

(314319)

to perform encryption of text using
C programming language

Create and verify Hash Code for
given message using any Open-
source tool. (Example-Cryptool)

10

I.Write a C program to implement
Diffie-Hellman key exchange
algorithm to perform encryption of
text

il. Use Diffie-Hellman key
exchange algorithm to perform
encryption and decryption of text
using any open-source tool
(Example - Cryptool)

11

* Use Steganography to encode and
decode the message using any open-
source tool (Example-OpenStego)

12

* Create and verify digital signature
using any Opensource tool
(Example-Cryptool)

13

* Configure firewall settings on any
operating system

14

Send a test mail securely using any
open-source tool (Example- Pretty
Good Privacy with GnuPG)

15

Set up security policies for any web
browser and Email account
(Example: setting filter, spam for
email security. Low security apps
settings, cookies, synchronization
for web browser))

Total
*Total marks to be transferred to proforma published by MSBTE
Note:
e "* Marked Practicals (LLOs) are mandatory.
e Minimum 80% of above list of lab experiment are to be performed.
e Judicial mix of LLOs are to be performed to achieve desired outcomes.

Maharashtra State Board of Technical Education
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Information Security Course Code: 314319

Practical No. 1: *i. Install and configure Antivirus software on system (Licensed
Copy)
I.  Practical Significance

Antivirus software is a program designed and developed to protect computers formal ware like
viruses, computer worms, spyware, botnets, rootkits, key loggers and such. It consists of three
basic steps that are scan, detect and remove viruses from your computer.

The purpose of antivirus (AV) software is to detect, neutralize or eradicate malware (malicious
software). AV software not only will identify and destroy the computer virus, but it also designed
to fight off other kinds of threats such as phishing attacks, worms, Trojan horses,rootkits and more.

Il.  Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

IIl.  Course Level Learning Outcome(s)
CO1 - Identify types of attacks which causes threat to Information Security..

IV.  Laboratory Learming Outcome(s)
LLO.1.1Install and configure Antivirus software on system

V. Relevant Affective Domain related Outcomes
1. Follow safely practices
2. Maintain tools and equipment.
3. Follow ethical practices.

VI. Relevant Theoretical Background
Antivirus software, or anti-virus software (abbreviated to AV software), also known asantimalware, is
a computer program used to prevent, detect, and remove malware.

Antivirus software was originally developed to detect and remove computer viruses, hence thename.
However, with the proliferation of other kinds of malware, antivirus software started toprovide
protection from other computer threats.In particular, modern antivirus software can protect users from:
malicious browser helper objects (BHOs), browser hijackers, ransom ware, keyloggers, backdoors,
rootkits, Trojan horses, worms, malicious LSPs, dialers, fraud tools, adwareand spyware. Some
products also include protection from other computer threats, such asinfected and malicious URLs,
spam, scam and phishing attacks, online identity (privacy), onlinebanking attacks, social engineering
techniques, advanced persistent threat (APT) and botnet DdoSattacks.

VII.  Required Resources
Sr. e -
No Name of the Resources Specifications Qty
Computer system Any  desktop  or laptop
1 computerwith basic 01
configuration

2 Operating System Windows 01
3 | Software Antivirus Software 01

Maharashtra State Board of Technical Education 1 (‘K> Scheme)
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Course Code: 314319

Precautions to be followed

1.Handle Computer System with care
2. Be caution while performing files related operations in computer System.

Procedure

Steps to install antivirus (Steps for installation of Quickhealanti virus)

Once you have purchased the product, the next step is to install and register the product. Those
opting to install Quick Heal on Windows 7/10 can use either of the two ways- Quick Heal CD for

offline installation or setting up using product keys.

1. Install Quick Heal Total Security Antivirus from CD
e Insert Quick Heal CD in the CD drive of your PC.
e The installer willautorun without any external action.

e Click on Install Quick Heal.

m Quick Heal Total Secunty Installation

Preparning Installation

N/

© 2017 Quick Heal Technologies Ltd

Fig.No.1.1.1

Follow the steps in the setup wizard.
Read the User and License and Agreement carefully and check the box that says ‘I Agree’

m Quick Heal Total Secunty Installation

License Information

Quick Heal Total Secunty End-User License Agreement
IMPORTANT

PLEASE READ THIS QUICK HEAL TOTAL SECURITY END-USER LICENSE
AGREEMENT (HEREINAFTER REFERRED TO AS THE “AGREEMENT")
CAREFULLY BEFORE USING OR TRYING TO ATTEMPT TO USE THIS QUICK
HEAL TOTAL SECURITY SOFTWARE (HEREINAFTER REFERRED TO AS THE
“SOFTWARE")

BY USING THIS SOFTWARE OR BY ACCEPTING OUR SOFTWARE USAGE

(SUCH ACTION WILL CONSTITUTE A SYMBOL OF YOUR CONSENT AND
SIGNATURE), YOU ACKNOWLEDGE AND ADMIT THAT YOU HAVE READ

AGREEMENT. THIS AGREEMENT ONCE ACCEPTED BY “YOU" [AS AN

| Agree

© 2017 Quick Heal Technologies Ltd.

Fig.No.1.1.2

Select the drive where the software is to be installed.

AGREEMENT POLICY OR ATTEMPTING TO LOAD THE SOFTWARE IN ANY WAY

UNDERSTOOD AND AGREED TO ALL THE TERMS AND CONDITIONS OF THIS v

Maharashtra State Board of Technical Education 2
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Information Security Course Code: 314319

m Quick Heal Total Security Installation

Install Location

C:\Program Files\Quick Heal\Quick Heal Total Security | Browse |

Quick Heal Total Security requires 1250 MB disk space during installation
Click Browse to change the install location

® 2017 Quick Heal Technologies Ltd. Ea::] [ Next | | Cancel |

Fig.No.1.1.3
e Letit install files in the selected drive, till it is 100% complete.

m Quick Heal Total Secunity Installation

Installation in progress.

1% completed

© 2017 Quick Heal Technologies Ltd.

Fig.1.1.4
e Once completed, it will ask you to register the product. Click on ‘Register Now’.

m Quick Heal Total Security Installation

y p
Activate the product to receive regular updates. Click Register Now to
actvate the license.

———

Register Now | | Register Later

getinformation about Compatibility issues, known problems and usage
ick Heal Total Security.

© 2017 Quick Heal Technologies Ltd

Fig.No. 1.1.5

Maharashtra State Board of Technical Education 3 (‘K’ Scheme)



Information Security Course Code: 314319

2. Registering Quick Heal Antivirus License Offline

There are two ways of registering your Quick Heal copy. You can register offline if the system or
device isn’t connected to the Internet.

Before visiting the offline activation page, ensure that you have the product key and the
installation number with you.

The product key can be found printed either on or inside the product packaging or will be provided
when you purchase Quick Heal AntivirusTotal Security online.

With the help of a connected device, visit the offline activation page

Fill the registration form and enter the product key received after buying the product.

3. Installing Quick Heal Antivirus with Product Key Online

Buy Quick Heal Total Security key after installing the free version from the .exe file downloaded
from the website. For premium and pro versions, register the product key provided with the
product purchase. Here is how to register the Quick Heal Total Security antivirus online:

Quick Heal Total Security < m
Sold by
Request a Callback
Free Add 10 Compan
Starting Price #1909 Consuftenen e
© Exclusive Offer with this Product
Get Asset Management Software by Techjockey worth Rs. 7500 ahsolutely free! B 37 Chatting
L]
= .
Yo .
— Q = y Buyer Prot
I
0 w
£
TustPay  Support E
@ About Quick Heal Total Security kou

Sign-in to Quick Heal from your browser.

Type in your email id and password for Quick Heal and click ‘Sign In’.

You can easily create account using the simple signing-up process in case you do not have an
account with Quick Heal.

Click ‘Enter’ a new product key to continue.

Type the product key and click ‘Next’.

Follow the instructions to activate the product.

It is crucial for users to register their copy of Quick Heal Antivirus with the product key after
installation. A registered user with a license will be given complete access to all the features of
Quick Heal Total Security’s features with regular updates and dedicated technical support. They
will also receive Quick Heal Total Security antivirus renewal prompt when the renewal is due.

X. Conclusion

Maharashtra State Board of Technical Education 4 (‘K> Scheme)
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XI.  Practical Related Questions
1. Define the term virus?
2. Describe the different phases of virus with suitable example?

Space for answer

.........................................................................................................................
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
.........................................................................................................................
€00 0000000006060000000000000600000000000006006000000000660600600000000006060600000000000000600000000000006000000000000600600000000000

.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000scssccsscsss
.........................................................................................................................
€0 00000000000600000000000060600000000000060060000000000606006000000000006000000000000000060000000000000060000000000000060000000000

.........................................................................................................................
-------------------------------------------------------------------------------------------------------------------------
.........................................................................................................................
-------------------------------------------------------------------------------------------------------------------------

-------------------------------------------------------------------------------------------------------------------------
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XIl.  References/Suggestions for further reading
1. https//www.w3school.com/antivirus
2. https/iwww. webroot.com/gb/en/resources/tips-articles/what- is-anti-virus-software
XIIl.  Assessment Scheme (25 Marks)
S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)
Weightage- Product related: 40% Marks-10
4. Answerto sample questions
5. Submission of assignment on time.
Total 25
Dated Signature of Course Teacher
Maharashtra State Board of Technical Education 6 (‘K> Scheme)
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Practical No. 1: ii. Use privacy and security settings on operating system

Practical Significance
The privacy and security setting choose how much information you want to share with Microsoft by

changing your privacy settings. Windows Security is an essential tool which helps to protect your
computer from malware, viruses, and other security threats. It also includes features such as firewall
and device security that can help prevent unauthorized access to your device.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
COL - Identify types of attacks which causes threat to Information Security.

IV.  Laboratory Learning Outcome(s)
LLO.1. 2 Apply privacy and security settings to protect operating system.
V. Relevant Affective Domain related Outcomes
1. Follow safely practices
2. Maintain tools and equipment.
3. Follow ethical practices.
VI.  Relevant Theoretical Background
Microsoft collects data to operate effectively and provide you the best experiences with our services.
You provide some of this data directly, such as when you create a Microsoft account, submit a search
query to Bing, speak a wvoice command to Cortana, upload a document to One Drive, complete a
survey, or contact us for support. We get some of it by recording how you interact with our services
by, for example, using technologies like cookies, and receiving error reports or usage data from
software running on your device. Data such as this is usually used for Customer support, Product
activation ,Service improvement, Security, safety and dispute resolution, Business operations.
VII. Required Resources
s(r). Name of the Resources Specifications Qty
Computer system Any  desktop  or laptop
1 computerwith basic 01
configuration
2 | Operating System Windows 01
VIII.  Precautions to be followed
1.Handle Computer System with care
2. Be caution while performing files related operations in computer System.
IX.  Procedure

Privacy setting in the Windows 10 Operating System

This is the section where you can adjust a myriad of settings to protect your privacy and data from
being transmitted to either Microsoft or third parties.

You can find it Start > Settings > Privacy.

Maharashtra State Board of Technical Education 7 (‘K> Scheme)
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Settings

SETTINGS

System
y t

Time & language Eas
et jon, dat Narrat:

You will be able to adjust followi

& Settings

PRIVACY
General
Location
Camera
Microphone
Speech, inking, & typing
Account info
Contacts
Calendar
Call history
Email
Messaging
Radios
Other devices
Feedback & diagnostics

Background apps

- 0 X
Devices Network & Intemnet Personalization Accounts
tooth, printer Wi-Fi, airplane Background, lock accounts, er
e of Access Privacy Update & security
r, magnifie tion, cai Wir jate,
gh
Fig. No. 1.2.1
ng privacy settings:
- [m] X
Find a setting el

Some settings are managed by your organization.

Change privacy options

Let apps use my advertising 1D for experiences across apps
(turning this off will reset your ID)

@D ot

Turn on SmartScreen Filter to check web content (URLs) that
Windows Store apps use

on

Let websites provide locally relevant content by accessing my
language list

@D of

Fig. No1.2.2

1. GENERAL PRIVACY SETTING-
Two major types of settings you can adjust:
I.  Turn a feature on or off

ii.  Keep afeature on, but select which apps it can apply to

2. LOCATION PRIVACY SETTING- When it comes to location data, you can choose to turn
it on or offIf you choose to tumn it on, you can also control which applications can use your

location information to offer tailored services and suggestions.

Maharashtra State Board of Technical Education
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3. CAMERA PRIVACY SETTING- Here's where you decide if any apps can use your camera
or if only some of them can.

4. MICROPHONE PRIVACY SETTINGS— When adjusting microphone settings, remember to

keep the feature on for any apps that may actually require voice interaction, such as Skype or your
voice recorder.

5. SPEECH, INKING AND TYPING PRIVACY SETTINGS -
If you want to use Cortana, the personal assistant built into Windows 10, you can help her
get to know you by letting her collect information about your speech and writing patterns.
6. ACCOUNT INFO SECURITY SETTINGS -
If you want your apps to use your account information like name, birthdate, credit card
details and so on.
7. CONTACTS PRIVACY SETTINGS -
These setting allow your application to have access to your contacts
8. CALENDAR PRIVACY SETTINGS -

These setting allow your application to use your calendar data.

9. CALL HISTORY PRIVACY SETTINGS - This setting share your call history data

10. EMAIL PRIVACY SETTINGS -

11. MESSAGING PRIVACY SETTINGS - Decide which apps, if any, should be able to read or
send messages to your family, friends, coworkers and so on.

12. RADIOS PRIVACY SETTINGS - All setting of radio based technology is done here.

13. OTHER DEVICES PRIVACY SETTINGS - This is the place where you choose how your
devices can connect to one another to share data.

14. FEEDBACK AND DIAGNOSTICS PRIVACY SETTINGS- Select how often Windows
should ask for feedback.

You will be able to following Security Setting —

Settings - o X

SETTINGS

System Devices Network & Internet Personal lization Accounts
play, notifications, A o

Time & language Ease of Access Privacy Update & security
peech, region, date Narrator, magnifier cation, camera Nindows Updat
high contrast

Fig. No.1.2.3

1. ACCOUNTS - When instaling Windows 10, you'll be prompted to either log into your
Microsoft account, if you have one, or you can choose to use a local account.

You can find the Account settings: Start > Settings > Accounts.

Maharashtra State Board of Technical Education 9 (‘K> Scheme)
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Here, you'll find 3 options:

Change account settings
Lock
And Sign out.

Click on Change account settings to adjust detailed settings such as:

Billing info, family settings, subscriptions, security settings and more for your Microsoft
account (if you chose to log in with it) - this setting will take you
to https://account. microsoft.com/about, where you can manage all these details;

Sign in with a local account;

Choose a picture for your account or create one using your computer's camera;

Add other accounts to access email, calendar and contacts from;

You can also add another Microsoft account or a work or school account to your device:

From here you can also customize your sign-in options, such as:

o Pick when Windows 10 should require you to sign in again;

o Choose or change a password for your account;

o Setup a PIN to use instead of passwords;

o Set up Windows Hello to use biometric-based authentication, such as your

fingerprint, instead of passwords;

Set up a picture password.
In the "Work access"” section you'll be able to connect to your workplace or school account
to get access to the data you have stored there.
In the "Family & other users" section, you can set up dedicated accounts for your kids or
other family members, with settings of their own. Here, you can also create guest accounts
with limited access, to keep your system and data safe from intrusion.
In the "Sync your settings" section, you'll be able to... sync your settings across devices
(obviously). You can see, at a glance, what options you have and decide if and what data
you want to make available on other devices you own that run Windows 10.

2. UPDATES & SECURITY -

. WINDOWS UPDATE -

Follow this path to find it: Start > Settings > Update & Security > Windows Update. You
get all windows update at once and they can actually be installed automatically or you can
choose to be notified to schedule a restart.

ii. WINDOWS DEFENDER - Windows Defender is a software that attempts to detect and
remove malware from your Windows-based computer. Microsoft released Windows
Defender as an antispyware program initially, but improved it and embedded it into the
operating system starting with Vista.

iii. BACKUP - Windows Backup provides a simple way to create a copy of your data on a
connected disk drive (external storage device), so you can make sure that your data is safe if
something happens to your computer.

iv. RECOVERY - You may find yourself in need to do a system recovery at some point.

v. FIND MY DEVICE - You can use "Find my device" to find your laptop if you
misplaced it or if it was stolen

Maharashtra State Board of Technical Education 10 (‘K> Scheme)
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XI.

3. BITLOCKER ENCRYPTION - BitLocker is a full disk encryption feature integrated into
Windows 10 that you can use to protect your data by encrypting it. Using BitLocker is easy,
because it's built into the operating system, so there's no need to use additional software to encrypt
and decrypt your data.

To find your encryption options, search for “control panel’ , Choose "System and Security” And
then go to BitLocker Drive Encryption:

4. TRUSTED APPS - This is a new feature integrated into the Windows Store. Long story short:
every application distributed through the Windows Store has to be signed by either Microsoft or by
a trusted vendor. This helps reduce the number of dangerous applications that can harm your data’s
safety or privacy from being sold or distributed through the store.

5.SMARTSCREEN FILTER - According to Microsoft, SmartScreen Filter is a technology
embedded into the Windows Store and in Microsoft Edge that helps protect you against phishing
attempts.

You can turn the SmartScreen Filter on and off by going to Start > Settings > Privacy > General.
There, you can "Turn on SmartScreen Filter to check web content (URLSs) that Windows Store apps
use."

6. MICROSOFT EDGE - Microsoft Edge is the default browser in Windows 10, and its role is to
replace Internet Explorer on all devices in the Windows ecosystem.

Edge claims to be a rather safe browser, because of the various integrated security settings and
because it limits add-ons and plugins that can have a potential harmful impact.

7. CYBER THREATS TARGETING WINDOWS 10 - The new operating system brought some
improvements in terms of security and some changes, but the most wulnerable applications
continued to exist.

8. RECOMMENDED SECURITY APPS FOR WINDOWS 10 - Even if it claims to be "the
most secure Windows" to date, Windows 10 is surely not impenetrable against cyber attacks. That's
why you need additional applications to keep your data and confidential information safe.

There are 5 categories of security-related products recommend to install:

a. Antivirus
Antimalware
Password manager
Encryption tools
Backup solutions

® o 0o

Conclusion

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
-------------------------------------------------------------------------------------------------------------------------

Practical Related Questions
1. Write steps to change password of your local account.
2. Control which apps and services have access to your location.
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Space for answer

€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssssscscsccscscccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sscrcs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000060000000000006060000000000006006000000000060600600000000000600000000000000006000000000000006000000000000000000000000
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000606060000000000660600000000000000600000000006000600000000000006060000000000000600000000000060060000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000000606000000000000060600000000000606060000000000660060000000000060606000000000000006000000000000606060000000000000600000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000scccccscssccs
€0 000000000060000000000000000600000000006006000000000000006060000000000000000000000000000000000000000600000000000006060000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssssscscscsscsccs
€00 0000000006060000000000000600000000000000060000000000000060000000000000000000000000006000000000000000000000000000600000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssscsssccssss
€0 00000000000606060000000000000000000000000000000000000000060000000000000000000000000000600000000000000000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssscscccsccscscccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sosssscsccccsccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssocs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 000000000006060000000000006060000000000000600600000000006060060000000000060060000000000000060000000000000060000000000000600000000000
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000006060000000000000606000000000006060600000000006060000000000000606060000000000000060000000000000060000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€00 00000000006000000000000606006000000000060606000000000000006000000000006000600000000000006000000000000006000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
©000000000000606000000000000060000000000000006000000000000006000000000000006000000000000060000000000000060000000000000600000000000

000 0000000000000000000000000000000000000000000000000C00COC0CC0CCCC000C0CCCC00CC0C0C0C0CC0C0CC00CCCO0C0I00C0C0C0C0C0CI0CCCCCICI0COCIOCCIOIOIOIONIOCIGIEOIEOIEOIEOIEOIEOIS

Maharashtra State Board of Technical Education 12 (‘K> Scheme)



Information Security Course Code: 314319

XIl.  References/Suggestions for further reading
1. https://heimdalsecurity.com/windows-10-security- guide/privacy
2. https://heimdalsecurity.com/windows-10-security-guide/security
3.https:/Awww. practicalmoneyskills.com/en/resources/data_privacy/device-privacy-tips/How-Protect-
Privacy-Windows10.html

X1,  Assessment Scheme (25 Marks)
S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)
Weightage- Product related: 40% Marks-10
4. Answerto sample questions
5. Submission of assignment on time.
Total 25
Dated Signature of Course Teacher
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Practical No. 2: *i. Set up single level authentication for computer system

I.  Practical Significance
Just as you want a lock on your front door, or a combination on your safe, digital assets should be
protected against unwanted access from possibly malicious actors. Identity validation through
authentication is the way that we protect critical assets in the digital world.

Il.  Industry /Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

I11.  Course Level Learning Outcome(s)
CO2-Apply multi-factor user authentication and access control mechanisms on file, folder, device and
applications

IV. Laboratory Leaming Outcome(s)
LLO.2. 1 Setup and recover password of computer system.

V. Relevant Affective Domain related Outcomes
1. Follow safely practices
2. Maintain tools and equipment.
3. Follow ethical practices.

VI.  Relevant Theoretical Background

Authentication is to prove that you are who claim to be. There are many different types of
authentication which contribute to the network of digital security, including password-based, adaptive,
SAML, SSO, out of band, biometric, token, and more.

Different types of authentication methods are there. The number of factors required for each
authentication method is reflected in its name:

« Single-factor Authentication (SFA): Requires users to provide one verifiable credential to access
online resources.

e Two-factor Authentication (2FA): Requires users to provide two verifiable credentials to access
online resources.

o Multi-factor authentication (MFA): Requires users to provide at least two verifiable credentials to
access online resources.

VII. Required Resources
Erd Name of the Resources Specifications Qty
Computer system Any  desktop  or laptop
1 computerwith basic | 01
configuration
2 Operating System Windows 10 01
VIII.  Precautions to be followed

1. Handle Computer System with care
2. Be caution while performing files related operations in computer System.
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IX.Procedure
Setting single level authentication

Click on the Windows icon in the bottom-left corner. Go to the top of the window and click on the
username or you can find the Account settings: Start > Settings > Accounts.

Here, you'll find 3 options:
e Change account settings
e Lock
e And Sign out.

< Settings = O X

ACCOUNTS Find a setting L

Your email and accounts . . .
Require sign-in
ST EPTES If you've been away, when should Windows require you to sign in again?

Work access When PC wakes up from sleep

Family & other users
Password

Sync your settings
Change your account password

Change

PIN

Create a PIN to use in place of passwords. You'll be asked for this
PIN when you sign in to Windows, apps, and services.

Add

Windows Hello

You must set up a PIN before you can enroll in Windows Hello.

Sign in to Windows, apps and services using

Fingerprint

Setup

Fig. No. 2.1.1

From here you can also customize your sign-in options, such as:
e Pick when Windows 10 should require you to sign in again;
e Choose or change a password for your account
e Setup a PIN to use instead of passwords

X. Conclusion

-------------------------------------------------------------------------------------------------------------------------

XI.  Practical Related Questions
1. List and explain different techniques used to improve the password security.
2. List and explain different password attacks.
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Space for answer
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.........................................................................................................................
-------------------------------------------------------------------------------------------------------------------------
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................

XIl.  References/Suggestions for further reading
1. https/Avww.wikihow.com/Password-Protect-Your-Windows-Computer
2. https://heimdalsecurity.com/windows-10-security-guide/security

X1, Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15

1. | Correctness of flow of procedure
2. | Debugging ability
3. | Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10

4. | Answer to sample questions
5. | Submission of assignment on time.

Total 25

Dated Signature of Course Teacher
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Practical No. 2: ii. Recover the password of computer system using any freeware
password recovery tool (Example- John the ripper)

Practical Significance
Valid credentials (username and password) enable a typical user to authenticate against a resource.

If a username is known to threat actors, obtamning the account’s password becomes a hacking
exercise. Often, a threat actor will first target a systems administrator since their credentials may
have privileges to directly access sensitive data and systems.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
CO2-Apply multi-factor user authentication and access control mechanisms on file, folder, device
and applications

IV.  Laboratory Learning Outcome(s)
LLO.2. 1 Setup and recover password of computer system.
V. Relevant Affective Domain related Outcomes
1. Follow safely practices
2. Maintain tools and equipment.
3. Follow ethical practices.
VI. Relevant Theoretical Background
Password cracking (also called password hacking) is an attack wvector that involves hackers
attempting to crack or determine a password for unauthorized authentication. Password hacking
uses a variety of programmatic techniques, manual steps, and automation using specialized tools to
compromise a password. These password cracking tools are referred to as ‘password crackers’.
Increasingly, these tools are leveraging Al to improve password cracking speed and efficiency.
Passwords can also be stolen via other tactics, such as by memory-scraping malware, shoulder
surfing, third party breaches, and tools like Redline password stealer.
VII. Required Resources
;(r). Name of the Resources Specifications Qty
Computer system Any  desktop  or laptop
1 computerwith basic 01
configuration
2 | Operating System Windows / Linux Kali 01
VIII. Precautions to be followed

1. Handle Computer System with care
2. Be caution while performing files related operations in computer System.
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IX. Procedure

John Ripper Software

John the Ripper is a free password cracking software tool developed by Openwall. Originally
developed for Unix Operating Systems but later on developed for other platforms as well. It is one
of the most popular password testings and breaking programs as it combines a number of password
crackers into one package, autodetects password hash types, and includes a customizable cracker.
It can be run against various encrypted password formats including several crypt password hash
types commonly found in Linux or Windows. It can also be to crack passwords of Compressed
files like ZIP and also Documents files like PDF.

John the Ripper can be downloaded from Openwall’s Website https://www.openwall.com/john/

John the Ripper comes pre-installed in Linux Kali and can be run from the terminal as shown
below:

-64]
Copyright (c) 1
http:/,

john [OPTIONS] [PASSWORD-FILES]
- [=SECTION] "single crack" mode
--wordlist[=FILE] --stdin wo read words
- -pipe ke
nack [=FILE]
uppression

-encoding=NAME

--list=hidds
ing rules f
using sectio

- . K )
OPTIONS] Markov" me ; oc/MARKOV )
external=MODE exter

Fig. No. 2.2.1

John the Ripper works in 3 distinct modes to crack the passwords:

1. Single Crack Mode
2. Wordlist Crack Mode
3. Incremental Mode
1. John the Ripper Single Crack Mode

In this mode John the ripper makes use of the information available to it in the form of a username and
other information. This can be used to crack the password files with the format of

Username: Password

For Example: If the username is “Hacker” it would try the following passwords:
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hacker
HACKER
hackerl
h-acker
hacker=

We can use john the ripper in Single Crack Mode as follows:
Here we have a text file named crack.txt containing the username and pas sword, where the password is
encrypted in SHAL encryption so to crack this password we will use:

Syntax: john [mode/option] [password file]

john --single --format=raw-shal crack.txt

As you can see in the screenshot that we have successfully cracked the password.
Username: ignite

Password: IgNiTe

:~# john --single --format=raw-shal crack.txt
Using default input en g: UTF-8

8-06-04 20:29) 4.545g/s 1531p/s 1531c/s 1531C/s I

option to display all of the cracked passwords reliably

Fig. No.2.2.2

2. John the Ripper Wordlist Crack Mode

In this mode John the ripper uses a wordlist that can also be called a Dictionary and it compares the hashes
of the words present in the Dictionary with the password hash. We can use any desired wordlist. John also
comes in build with a password.Ist which contains most of the common passwords.

Let’s see how John the Ripper cracks passwords m Wordlist Crack Mode:

Here we have a text file named crack.txt containing the username and password, where the password is
encrypted in SHAL encryption so to crack this password we will use:

Syntax: john [wordlist] [options] [password file]

john --wordlist=/usr/share/john/password.Ist --format=raw-shal crack.txt

As you can see in the screenshot, john the Ripper have cracked our password to be asdfasdf
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-WO Tt 111 t=/usr/share/john/passw

Session co III|_J1._':'t':1121

Fig. No. 2.2.3
3. Cracking the User Credentials
We are going to demonstrate two ways in which we will crack the user credentials of a Linux user.
Before that we will have to understand, what is a shadow file?

In the Linux operating system, a shadow password file is a system file in which encrypted user password
is stored so that they are not available to the people who try to break into the system. It is located at
[etc/shadow.

we will crack the credentials of a particular user “pavan”.

Now to do this First we will open the shadow file as shown in the image.

1755,
hln lTSEa
I.'Ifl. : 1_75

_”II[. -

bac |-|||a :
tht:“

Fig. No. 2.2.4
And we will find the credentials of the user pavan and copy it from here and paste it into a text file. Here
we have the file named crack.txt.
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*:17557
sp Lh-dispat:hwr
quhi-~-l*55*

DHIIlr-m |11||| l"""‘"’:w
Plnq-|h1 her: 1755a
dra F: 17557 :

neef-xss:# 1*55*

pawan $ﬁ$uTquWEx$l4uERmbUH4PfAFBfURuﬁHMCHSUUrDﬁ3ﬂRBtmIzl
DNVjY3jKKcVac9pWNTGKS/35D1pF3UKr89HLO1h510/nCu. : 17686:0:9
0999:7:::

Fig. No. 2.2.5
Now we will use john the ripper to crack it.
john crack.txt

As you can see in the image below that john the ripper has successfully cracked the password for the user
pavan.
: ~3 crack.txt
Warning: c ed hash type "sha5l2crypt"”, buf
is also re nized as "crypt"
Use the "-- mat:crymt“ option to force load

crypt(3)

almost any othe

lq u:uu:uu:lS DONE 2 (2018 -06- ﬂ4 21:
g . . IZ:IJ'_.;1

X. Conclusion

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

XI. Practical Related Questions
1. List Password recovery tools available today.
2. Explain brute-force and dictionary attacks.

Space for answer

-------------------------------------------------------------------------------------------------------------------------

-------------------------------------------------------------------------------------------------------------------------

Maharashtra State Board of Technical Education 22 (‘K> Scheme)



Information Security

Course Code: 314319

cee

cee

cee

Maharashtra State Board of Technical Education

23

(‘K> Scheme)



Information Security Course Code: 314319

XII. References/Suggestions for further reading

1. https/iwww.beyondtrust.com/blog/entry/password-cracking-101-attacks-defenses-explained
2. https/iwww. hackingarticles.in/beginner-guide-john-the-ripper-part-1/

XI.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15

1. | Correctness of flow of procedure

2. | Debugging ability

3. | Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10

4. | Answer to sample questions

5. | Submission of assignment on time.

Total 25

Dated Signature of Course Teacher
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VII.

VIII.
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Practical No. 3: *i. Grant security to file, folder or application using access
permissions and verify it

Practical Significance

Setting permissions is one of the most basic elements of web security. Assigning the correct
permissions to the files and directories helps prevent data theft and malicious intrusions. Permissions
specify who and what can read, write, modify, and access content on your site.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
CO2 — Apply multi-factor user authentication and access control mechanisms on file, folder, device
and applications

Laboratory Learning Outcome(s)
LLO 3.1 Grant read ,writeand execute permission onfile and folder.

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

There are six standard permission types which apply to files and folders in Windows:

Full Control

Modify

Read & Execute

List Folder Contents

Read

Write

Each level represents a different set of actions users can perform.

Required Resources

Sg Name of the Resources Specifications Qty
Computer system Any  desktop or laptop
1 computerwith basic 01
configuration
2 | Operating System Windows 10 01

Precautions to be followed
1.1. Handle Computer System with care

2. Be caution while performing files related operations in computer System.

Maharashtra State Board of Technical Education 25 (‘K> Scheme)



Information Security Course Code: 314319

IX.  Procedure
Understanding and assigning File and Folder Permissions in Windows

Windows provides two sets of permissions to restrict access to files and folders: NTFS permissions
and share permissions.

NTFS permissions are applied to every file and folder stored on a volume formatted with the NTFS
file system. By default, permissions are inherited from a root folder to the files and subfolders beneath
it. NTFS permissions take effect regardless of whether a file or folder is accessed locally or remotely.
NTFS permissions, at the basic level, offer access levels of Read, Read and Execute, Write, Modify,
List Folder Contents, and Full Control, as shown below:

x

'Generall Sharing ~ Security IPrevious Versions | Customizel
Object name: D:\PemmTest

GI'OUD or user names:
2 CREATOR OWNER
82 SYSTEM
?‘3, Test Child Group (DPYOUNG*Test Child Group)

Administrators {UPDATER\Administrators)

To change pemissions, click Edit. Edit...

Pemissions for Administrators Allow Deny

Full control

Modify

Read & execute
List folder contents
Read

Write

For special permissions or advanced settings, Ad I
click Advanced. ki

Leam about access control and pemissions

| OK I Cancel l Apply l

v

SRS ANKS

Fig. No. 3.1.1

Create a New Folder

In many cases you will need to create a new folder. If you are using an existing folder and do not wish to
create a new folder, continue with Accessing the Properties Dialog Box.

1. Click on the Start menu.

2. Click Computer.

3. From the Computer window, select the shared drive for your area or department

4. Navigate to the location you want the new folder to appear (e.g., within one of your existing folders).
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5. On the menu bar, select New Folder.

OR

Right click » select New » select Folder.

A new folder is created which inherits the security permissions of its "parent.”
6. Inthe newly created folder, type the desired folder name.
7. Press [Enter] or click off of the folder.

Accessing the Properties Dialog Box

When working with permissions in Windows 7, you are required to work from the Properties dialog box.
This dialog box for the file or folder you are working with can be accessed in a few steps.

Click on the Start menu.

Click Compuiter.

Select the folder or file you wish to adjust/view permissions for.

Right-click the folder or file.

Select Properties.

The Properties dialog box appears.

agkrwd =

Granting Access to a File or Folder

After creating a new folder, or even if you will use an existing folder, you will need to determine who will
have access to it. Also, keep in mind that by default the same persons who have access to the "parent”
(original) folder also have access to the new folder, and vice versa. This may not be ideal. It is a simple
process to grant access to specific users for any folder you have created.

1. Access the Properties dialog box.

2. Select the Security tab.

VideoTutorials Properties

| General | Securty | Previous Versions | Customize |
Object name:  P:\ILTSTrainingFolder\Video Tutorials

GI'OUD orusqnames: - -

| 82, LTS VIDEO.STAFF (UWEC\LTS VIDEO STAFF) -
82, LTS.CAT.DOCS (UWEC\LTS CAT.DOCS)

| &2 MEDIAD1.ADMINS VIDEO (UWEC\MEDIAO1ADMINS VIl ~

| < i »

To change pemissions, click Edit.

Pemissions for LTS.CAT.DOCS Allow Deny

Full control

Modify

Read & execute
List folder contents
Read -

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

[ ok ][ Cancel || Aoph

Fig. No. 3.1.2

3. Click Edit.
The security tab opens in a new window.
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4.

6.

7.
8.

Click Add...
The Select Users, Computers, or Groups dialog box appears.
Select Users, Computers, Service Accounts, or Groups @‘&J
Select this object type:

Users, Groups, or Builtin security principals Object Types...

From this location:

uwec.edu Locations...

Enter the object names to select {examples):

Fig. No. 3.1.3

In the Enter the object names to select text box, type the name of the user or group that will have
access to the folder (e.0., 2125.engl.498.001 or username@ uwec.edu).
HINT: You may type the beginning of the name and then click Check Names. The name will either be
resolved or a list of users beginning with those characters will display for you to select from.

Click OK.

The Properties dialog box reappears.

Click OK onthe Security window.

Continue with Setting Permissions below.

Setting Permissions

Once you have granted a group or individual user access to a folder, you will need to set permissions for
the new user(s). When you set permissions, you are specifying what level of access a user(s) has to the
folder and the files within it. Be careful about checking Deny for any permissions, as the Deny permission
overrides any other related to Allow permissions.

Folder permissions can be changed only by the owner of the folder (i.e., the creator) or by someone who
has been granted permission by the owner. If you are not the owner of the folder or have not been granted
permission by the owner, all checkboxes will be gray. Therefore, you will not be able to make any
changes until the owner grants you permission.

1.
2.

Access the Properties dialog box.
Select the Security tab.
The top portion of the dialog box lists the users and/or groups that have access to the file or folder.
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.. Permissions for VideoTutorials - @

Security

Object name:  P:\ILTSTrainingFolder\Video Tutorials

GI'OUD Oor user names:

$2, Everyone
82 SYSTEM

14 TS VIDEO STAFF (UWEC\LTS VIDEO STAFF)

|| |88 LTS.CAT.DOCS (UWEC\LTS.CAT.DOCS)

$2, MEDIAD1 ADMINS.VIDEO (UWEC\MEDIAQ1.ADMINS.VID...
52, Administrators (MEDIAQ1\Administrators)

[ Add... ][ Remove ]

Pemissions for
LTS VIDEQ.STAFF Allow Deny
Full control [
' Modify

Read & execute

List folder contents

Read

>

m

|0 OEOEO

Leam about access control and pemissions

[ ok J[| Cancet || Apply I

Fig. No. 3.1.4

Click Edit

In the Group or user name section, select the user(s) you wish to set permissions for

In the Permissions section, use the checkboxes to select the appropriate permission level
Click Apply

Click Okay

The new permissions are added to the file or folder.

No ok w

X. Conclusion

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Xl. Practical Related Questions
1. List and explain different ways to implement the access controls computer systems and networks

2. List and explain Different Access Control Policies.

Space for answer

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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XIl.  References/Suggestions for further reading

1. https://kb.uwec.edu/articles/drives-establishing-windows-file-and-folder- level-
permissions#Create

2. https/iwww.dell.com/support/kbdoc/en-in/000137238/understanding-file-and-folder-
permissions- in-windows

3. https://learn.microsoft.com/en-us/windows/security/identity-protection/access-control/access-
control

X111, Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15

1. | Correctness of flow of procedure

2. | Debugging ability

3. | Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10

4. | Answer to sample questions

5. | Submission of assignment on time.

Total 25

Dated Signature of Course Teacher
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Practical No. 3:ii. Grant access permission while sharing file and folder
l. Practical Significance

Setting permissions is one of the most basic elements of web security. Assigning the correct
permissions to the files and directories helps prevent data theft and malicious intrusions.
Permissions specify who and what can read, write, modify, and access content on your Site.

1. Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

I11.  Course Level Learning Outcome(s)
CO2 — Apply multi-factor user authentication and access control mechanisms on file, folder,
device and applications

V. Laboratory Learning Outcome(s)
LLO 3.1 Grant read, write and execute permission on file and folder.

V. Relevant Affective Domain related Outcomes
1. Follow safely practices
2. Maintain tools and equipment.
3. Follow ethical practices.

VI. Relevant Theoretical Background

The file server permissions must be carefully implemented to provide appropriate access to
content. This involves locking down permissions on the share and physical folders

VII. Required Resources
E:)' Name of the Resources Specifications Qty
Computer system Any  desktop or laptop
1 computer with basic 01
configuration
2 Operating System Windows 10 01
VIII. Precautions to be followed

1. Handle Computer System with care
2. Be caution while performing files related operations in computer System.

IX.  Procedure
Configuring Share Permission to File and Folder

1. In Windows Explorer, right-click the folder you want to share, and then click Properties.
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-

. Information Security 7 7
051 15 Manual.docx | - Information Security Properties @ 7
L link exp.iibd General |5haring I Security | Previous Versions I Eustumizel

L

'l_!ﬂ PCO_312002_Lab Manual_|
Irformation Security

Type: File falder

Location: E\Manaswini*College’23-24'Lab Manual Informatio
Size: 0 bytes

Size on disk: 0 bytes

Cortains: 0 Files, 0 Folders
Created: Today, June 18, 2024, 7:159:14 PM

Attributes: Read-onhy {Only applies to files in folder)
[] Hidden Advanced...

i QK Cancel Boohy
curity Date modified: 6/18/2024 [ ] [ ne ’

Fig. No.3.2.1

2. Onthe Sharing tab, click Advanced Sharing.

3. In User Account Control, click Continue to accept the prompt that Windows needs your permission to
perform the action.

In the Advanced Sharing dialog box, check Share this folder.

Set the Share name and Comments as appropriate. To make the share hidden, add a $ to the end of
the share name.

o~

Maharashtra State Board of Technical Education 33 (‘K> Scheme)



Information Security Course Code: 314319

" bl |
| . Infermation Security Properties Advanced Sharing
General | Sharing | Security | Previous Versions | Customize | _
W:
Metwork File and Folder Sharing
Settings
Information Security
l | Mot Shared Share name:
Information Security

Metworl Path:

Mot Shared Add Remaove

Limit the number of simultaneous users to: 0 =
Advanced Sharing Comments:

Set custom pemmissions, create multiple shares, and set other

advanced sharing options.

[ @ﬁr_jvanced Sharing...

Permissions ] [ Caching ]

Password Frotection

People must have a user account and password for this [ OK ] [ Cancel l [ Apply ]
computer to access shared folders.

To change this setting, use the Network and Sharing Certer. this folder.

omake the share hidden, add a § to the end of
- group, if it exists.
0K ] l Cancel ] Apply access to the share.
d) for the user or group.

Fig. No. 3.2.2

6. Click Permissions.
7. Add the appropriate user or group that should have access to the share.

8. Specify the permissions (Full Control, Change, Read) for the user or group.

- - . ; . - . . n m— l I
| . Information Security Properties @ T.K
Advanced Sharing @ | Permissions for Information Security§
Share Permissions
Share this folder
Group or user names:
Settings 2
Elecwor- |
Share name:
Information Securitys
Add Remove
Limit the number of simultaneous users to: 0 =
[ Add... ] [ Remove ]
Comments:
Permissions for Everyone Allow Dery
Full Cortral O
Change ]
Permissions ] [ Caching ] Read O
[ Ok ] [ Cancel ] [ Apply
Leam about access control and pemissions
Close Cancel Apply I OK ] [ Cancel ] [ Apply

T T F

Fig. No. 3.2.3
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9. Click OK twice and then click Close to close the dialog boxes.

X. Conclusion

-------------------------------------------------------------------------------------------------------------------------

XI. Practical Related Questions
1. Which of the following methods enable you to create shared network folders? [Check all correct

answers]

a. Right-click a folder in either My Computer or Windows Explorer, select Sharing And Security,
click the option button Share This Folder, and click OK.

b. Right-click a folder in either My Computer or Windows Explorer, select Properties, click the
Sharing tab, click the option button Share This Folder, and click OK.

c. Open the Computer Management Console, expand Shared Folders, right-click the Shares node,
and click New File Share. Follow the on-screen instructions for the Create Shared Folder Wizard.
d. Open a command prompt window. Type "Net Share share_name=x:\folder_name", where
share_name represents the name you want to assign to the shared folder, x: represents the drive
letter where the folder resides, and folder_name represents the actual name of the folder.

2. Explain Access Control Matrix(ACM).
Space for answer
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.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
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XIl.  References/Suggestions for further reading

1. https://learn.microsoft.com/en-us/iis/web- hosting/configuring-servers- in-the-windows-web-
platform/configuring-share-and-ntfs-permissions

2. https://learn.microsoft.com/en-us/answers/questions/491526/sharing- folders-with-specific-computers-
on-a-workg
3.https//answers.microsoft.com/en-us/windows/forum/all/access-to-shared-folder-on-windows-
10/10756447-09d6-4655-ac4f-9d7a55f654¢5

XII.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability

3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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Practical No. 4: Write a utility using C/Shell programming to create strong password
authentication (Password should be more than 8 characters, and combination of
digits, letters and special characters #, %, &, @)

VI.

Practical Significance

A strong password is one that is difficult to guess or crack through brute-force attacks.Weak
passwords are a significant security risk and can lead to data breaches. Strong passwords are
important because they help prevent unauthorized access to personal information and accounts.
This is especially important for accounts containing sensitive information, such as financial email
and social media accounts.

Industry / Employer Expected Outcome(s)

Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
CO2 - Apply multi-factor user authentication and access control mechanisms on file, folder,

device and applications
Laboratory Learning Outcome(s)
LLO 4.1 Implement Password Authentication.

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

Weak passwords can expose your accounts to hacking attempts, including brute-force attacks, dictionary
attacks, and other malicious techniques. Robust passwords possess the following characteristics:

1.

2.
3.
4

Complexity: Incorporating a mix of uppercase letters, lowercase letters, digits, and special
characters.

Length: Longer passwords inherently offer greater security.

Unpredictability: Avoiding easily guessable patterns and common words.

Understanding the probability of password generation is a fundamental concept. It reveals the level
of security your password provides. The probability of generating any specific password can be
calculated as:

P(Specifipassword) = (1noofpossiblecharacters)

Let's calculate the probability for a basic 12-character password using only lowercase letters,
which amounts to 26 possible characters:

P(Specifipassword) =(261)12~1.7665x10—17

This extremely low probability makes it challenging for an attacker to guess the password.
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Following table shows the probabilities for passwords of varying lengths and character type selections.

Password Length Uppercase Lowercase Digits Special Characters Probability
8 Yes Yes Yes No 2.183 x 10"-15
10 Yes Yes Yes Yes 3.656 x 10"-22
12 No Yes Yes Yes 1.225 x 10"-27
14 Yes Yes No No 2.833 x 10"-34
VII. Required Resources
,3';' Name of the Resources Specifications Qty
Computer system Any  desktop or laptop
1 computerwith basic 01
configuration
2 Operating System Windows/Linux 01
3 Software Turbo C Compiler(optional)
VIII. Precautions to be followed

1.Handle Computer System with care
2.Be caution while performing files related operations in computer System.

IX.  Procedure
o Step 1l — Start
e Step 2 — The length of an ideal password should be at least eight characters.
e Step 3 — Must contain at least a digit character.
e Step 4 — There should be at least one lowercase character. [Example: ab.c.....,z]
e Step 5 — There should be at least one uppercase character. [Example: AB.C.......Z]
e Step 6 — It should contain at least one special character. [Example: !@#$ %" &*()-+]
e Step7 —End

X. Conclusion

-------------------------------------------------------------------------------------------------------------------------

XI. Practical Related Questions
1. Write a utility using C/Shell programming to create strong password authentication follow the
instructions while writing utility
a. Minimum Length of password - 8 characters,
b. Password should include digits,
c. Password should include lower case and upper case letters
d. Password should include special characters #, %, &, @
2. Explain Brute Force Attack
3. List various Password Attacks and explain any one.

Maharashtra State Board of Technical Education 38 (‘K> Scheme)



Information Security Course Code: 314319

Space for answer

€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssssscscsccscscccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sscrcs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000060000000000006060000000000006006000000000060600600000000000600000000000000006000000000000006000000000000000000000000
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000606060000000000660600000000000000600000000006000600000000000006060000000000000600000000000060060000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000000606000000000000060600000000000606060000000000660060000000000060606000000000000006000000000000606060000000000000600000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000scccccscssccs
€0 000000000060000000000000000600000000006006000000000000006060000000000000000000000000000000000000000600000000000006060000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssssscscscsscsccs
€00 0000000006060000000000000600000000000000060000000000000060000000000000000000000000006000000000000000000000000000600000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssscsssccssss
€0 00000000000606060000000000000000000000000000000000000000060000000000000000000000000000600000000000000000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssscscccsccscscccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sosssscsccccsccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sscrcse
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000000600000000000060600000000000060060000000000606006000000000006000000000000000060000000000000060000000000000060000000000
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000006060600000000006060600000000000060060000000000606006000000000006006000000000000006000000000000606060000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 000000000060606000000000006006000000000060060600000000000006000000000000060600000000000006000000000000006000000000000000000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssss
€00 00000000060000000000000060000000000006006000000000060006000000000000060000000000000000000000000006060000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000coscccsccscscccs

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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XIl. References/Suggestions for further reading

1.https://esymith. hashnode.dev/creating-strong-and-versatile-passwords-with-c-programming
2. https/iwww. geek sforgeeks.org/create-a-password-generator-using-shell-scripting/

XII.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4, Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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Practical No. 5 *1.Write a C program to implement caesar cipher technique to
perform encryption and decryption of text

I.  Practical Significance

Data encryption is important because it helps protect people's privacy, and secures data from attackers
and other cyber security threats. The Caesar cipher is a simple encryption technique used to send
secret messages.

Il.  Industry /Employer Expected Outcome(s)
Implement policies and guidelines to maintain data security and privacy during data transmission.

IIl.  Course Level Learning Outcome(s)
CO3 — Apply basic encryption / decryption techniques for given text.

IV.  Laboratory Learning Outcome(s)
LLO 5.1 Implement Caesar cipher encryption technique.

V. Relevant Affective Domain related Outcomes
1. Follow safely practices
2. Maintain tools and equipment.
3. Follow ethical practices.

VI. Relevant Theoretical Background

Cipher text is encrypted text transformed from plaintext using an encryption algorithm. Cipher text
can't be read until it has been converted into plaintext (decrypted) with a key. The decryption cipher is
an algorithm that transforms the cipher text back into plaintext.

The Caesar Cipher technique is one of the earliest and simplest methods of encryption technique. It’s
simply a type of substitution cipher, i.e., each letter of a given text is replaced by a letter with a fixed
number of positions down the alphabet. For example with a shift of 1, A would be replaced by B, B
would become C, and so on.

VII. Required Resources
S(r). Name of the Resources Specifications Qty
Computer system Any  desktop or laptop
1 computerwith basic 01
configuration
2 Operating System Windows/Linux 01
3 Software Turbo C Compiler(optional)
VIII. Precautions to be folloned

1.Handle Computer System with care
2.Be caution while performing files related operations in computer System.
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IX.  Procedure
Algorithm for Caesar Cipher:

1. Choose a shift value between 1 and 25.

2. Write down the alphabet in order from A to Z

3. Create a new alphabet by shifting each letter of the original alphabet by the shift value. For
example, if the shift value is 3, the new alphabet would be:

4. ABCDEFGHIJKLMNOPQRSTUVWXYZ
DEFGHIJKLMNOPQRSTUVWXYZABC

5. Replace each letter of the message with the corresponding letter from the new alphabet. For
example, if the shift value is 3, the word “hello” would become ‘“khoor”.

6. To decrypt the message, shift each letter back by the same amount. For example, if the shift value
is 3, the encrypted message ‘“khoor” would become “hello”.

X. Conclusion

-------------------------------------------------------------------------------------------------------------------------

XI. Practical Related Questions
1. Write a C program to implement caesar cipher technique to perform encryption and decryption of
text
2. Differentiate between Substitution Cipher and Transposition Cipher.
3. Consider plain text “computer security” and convert given plain into cipher text?
4. Consider plain text “Network information security” encrypt it help of Caesar cipher?

Space for answer

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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XIl. References/Suggestions for further reading

1. https//iwww. javatpoint.com/caesar-cipher-technique
2. https://codedamn.com/news/cryptography/caesar-cipher-introduction

X  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)
Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25
Dated Signature of Course Teacher
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Practical No. 5 ii. Apply Caesar cipher technique to perform encryption and
decryption of text using any open-source tool (Example - Cryptool)

VI.

VILI.

Practical Significance

Cryptography is the study and application of techniques that hide the real meaning of information
by transforming it into nonhuman readable formats and vice versa.

Industry / Employer Expected Outcome(s)

Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
CO3 — Apply basic encryption / decryption techniques for given text.

Laboratory Learning Outcome(s)
LLO 5.1 Implement Caesar cipher encryption technique.

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background
The process of transforming information into nonhuman readable form is called encryption. The

process of reversing encryption is called decryption. Decryption is done using a secret key which
is only known to the legitimate recipients of the information. The key is used to decrypt the hidden
messages. This makes the communication secure because even if the attacker manages to get the
information, it will not make sense to them. The encrypted information is known as a cipher.
Cryptool-

o A freeware program with graphical user interface (GUI).

e Atool for applying and analyzing cryptographic algorithms.

o With extensive online help, it's understandable without deep crypto knowledge.

o Contains nearly all state-of-the-art crypto algorithms.

e “Playful” mtroduction to modern and classical cryptography.

e Nota “hacker" tool.

Required Resources

;g Name of the Resources Specifications Qty

1 Computter system Any desktop or laptop computer 01
with basic configuration

2 | Operating System Windows/Linux 01

3 Software Open source-crytool 1
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VIII.  Precautions to be followed
1.Handle Computer System with care

2.Be caution while performing files related operations in computer System.

IX.  Procedure
Open-source tool Cryptool 1—
CrypTool aims at making people understand network security threats and working of cryptology.
It includes asymmetric ciphers like RSA, elliptic curve cryptography. CrypTooll (CT1)
experiments with different algorithms and runs on Windows. It was developed in C++ language.

Download cryptool 1 from https//www.cryptool.org/en/ctl/downloads/
Follow the following steps for Encryption and Decryption of Caesar Cipher

Demonstration of Caesar Encryption using CrypTool
In this CrypTool demonstration, we will use Caesar, one of the oldest encryption algorithms.

Encryption

1. Open the Cryptool Ul and the document that needs to be encrypted.

(€Y CrypTool 1.4.31 Beta 6b [VS2008] - Infosecinst rptography.t
Dicla| & Symmetric (classic) » Caesar / Rot-13...
Symmetric (modern) » Vigenére...
i »
»

Asymmetric Hill...

; Hybrid Substitution / Atbash...
[This is an Infosec Tnstitute document which & Playfair...

ADFGVX...

Byte Addition..,

XOR...

Vernam / OTP...
Homophone...
Permutation / Transposition...
Solitaire...

Scytale / Rail Fence...

Lo} 5 e
v Rablcons

Caesar- / ROT-13 encryption

Fig. No.5.2.1

2. Click Encrypt/Decrypt > Symmetric (classic) > Caesar

Mabharashtra State Board of Technical Education 46 (‘K’ Scheme)



Information Security

Course Code: 314319

D escriphion
Here pou can enter the key for the Cassar cipher,

Cassar is & mono-alphabetic substitution, where the characters of the oleartext

alphabet are mapped ta the ciphertest alphabet by shifting, This shifting vabue s the ke,
Vou can snter the key as s number or as & singles character of the alphabet,

Hot-132 is & special variant, where the key has the figed values of hall the lE=ngth
al the cleataxt alphabet. This vanant 2 onls selactabla i tha length ol the alphabet

i= A sven rumber,

Cptions to interpret ths alphabest characters
= Cassar

Smlmct variant
7 RAat13 ‘

oy mrtry as

= Alphabet character I B -

7 Mumber value 1 a

Properties of the chosen encoreption
Shift of i3
Mapping of the alphabel (26 characters]

= Sdalue of the first alphabet character = 0 [e,
i walue of the first alphabet character = 1 (2,9,

g. VA=)

VY

frar: I ABCDEFGHI JHELMNCOPFORISTINVEEYZ

{1-H IHGPQREWZMDE FGHI JELM

Fig. No. 5.2.2

E norupt I Dot I Tex=t options I Cancsl I

-

3. Select Caesar mode and the "alphabet character” is "N." That means that the text will have
characters replaced starting with N. So A >N, B>M, and so on. Click on “encrypt."

C Infosecinstitute_Cyrptography et

This is an Infosec Institute document which applies for cryptography mini course,

el I

]

I.’imfﬂ na Vasbfrp Vafgvghgr gbphzrag juvpu nceywrf sbe pelegbtencul zvay pbhefr.

Fig. No.5.2.3

The document is encrypted as per the configured policy. This is a very basic example of how
symmetric encryption works.
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[§ CrypTool 1431 Beta 6b [VS2008 : Cmm B —
E“MWEWM'WMMMWWWW

D|slef|@@| &[0 £ 2N

This is an Infosec Institute document which applies for cryptography mini course.

G Coesar encryption of <Infosecinstitute Cyrptography b, key <N, KEY OFFSET: 0>
Guvf vf na Vasbfrp Vafgvghgr gbphzrag juvpu nccywrf sbe pelcgbtencul zvav pbhefr.

. i vl S AEECE
“aesar decryption of <Caesar encry] » Cyrptography.bt>, key <N, KEY OFFSE...

This is an Infosec Institute document which applies for cryptography mini course.

Fig. No.5.2.4

Decryption process
Perform the following steps to decrypt the encrypted document.

1. Open the encrypted document, and click on "Encrypt.Decrypt™ >Symmetric >Caesar.

2. Enter "N" as the alphabet character. This is the shared secret that both parties must know in order to
encrypt and decrypt.

3. Click on decrypt.

Wwwmmmwwm

_I_I_I_I_ID'*“UG 4|8 &7 2|

This is an Infosec Institute document which applies for cryptography mini course.

' Caesar encryption of <Infosecnstitute_Cyrptography:tet>, key <N, KEV OFFSET: 0>
Guvf vf na Vasbfrp Vafgvghgr gbphzrag juvpu nccywrf sbe pelcgbtencul zvav pbhefr.

‘Caesar decryption of <Caesar encryption of <Infosecinstitute_Cyrptography.tit>, key <N, KEY Of

4 e o Ui
is is an Infosec Institute document which applies for cryptography mini course.

Press F1 to obtain help L1 1 P1

Fig. No. 5.2.5
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XI.

Conclusion

-------------------------------------------------------------------------------------------------------------------------

Practical Related Questions
1. Enlist any 5 Web-based cryptanalysis tools.
2. A plaintext was encrypted with a Caesar cipher with a shift of 7 (A maps to H). The
resulting cipher text is:
Kwu'agbknl h ivwr if pazjvcly
What was the original plaintext?
Write your name and encrypt using crptool and attach screenshot of encrypted file.

H~ow

Space for answer

............ 0000000066000 0000000000060000000000000006000000000006060000000000000006000000000000600600000000000600000000000000000
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s eeccesccescsscccsccssccene
.........................................................................................................................
©0000000000006060000000000000600000000000000606000000000000006000000000000000000000000000600000000000000 R P )

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

-------------------------------------------------------------------------------------------------------------------------

-------------------------------------------------------------------------------------------------------------------------
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.........................................................................................................................

XIl.  References/Suggestions for further reading

1. https//www.c-sharpcorner.convarticle/encryption-decryption-using-cryptool/
2. https//iwww. infosecinstitute.com/resources/cryptography/cryptanalysis-tools/

X1,  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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Practical No. 6 i.Implement Vernam cipher encryption technique to perform
encryption of text using C programming language

VI

VILI.

VIII.

Practical Significance

Cryptography is the study and application of techniques that hide the real meaning of information
by transforming it into nonhuman readable formats and vice versa.Vernam Cipher is a
cryptographic algorithm to encrypt and decrypt an alphabetic text.

Industry / Employer Expected Outcome(s)

Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
CO3 — Apply basic encryption / decryption techniques for given text.

Laboratory Learning Outcome(s)
LLO 6.1 Implement Vernamcipher encryption technique.

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

Vernam Cipheris a method of encrypting alphabetic text. It is one of the Substitution techniques
for converting plain text into cipher text. Instead of a single key, each plain text character is
encrypted using its own key. This means that there is no way that the cipher text can be deciphered

without the key.

Required Resources

Sg Name of the Resources Specifications Qty

1 Computer system Any desktop or laptop 01
computerwith basic configuration

2 | Operating System Windows/Linux 01

3 Software Turbo C Compiler

Precautions to be followed

1.Handle Computer System with care
2.Be caution while performing files related operations in computer System.

Procedure

Vernam Cipher -

The Vernam cipheris a substitution cipher where each plain text character is encrypted using its
own key. To encrypt the message, each character of the plain text and the key will need to be
converted to a numeric code. We can use standard ASCII codes as numeric code for character.
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For example, the letter 'H' is 72. This number has a binary representation of 01001000 (using 8

bits).

To use the Vernam cipher, you will need to use an XOR operation. The operation's truth table is
shown below:
INPUTA INPUTB OUTPUTQ
0 0 0
0 1 1
1 0 1
1 1 0

To apply the Vernam cipher, each bit of the binary character code for each letter of the plain text
undergoes a XOR operation with the corresponding bit of each letter of the binary character code
for the corresponding character from the key stream — this creates the cipher text.

Encryption -

1. Obtain the 8-bit ASCII code for each letter of the plain text:
2. Obtain the 8-bit ASCII code for each letter of the key:
3. Carry out the XOR operation, applying it to each corresponding pair of bits:

In the below example, the message 'HELLO" will be encrypted using the key 'PLUTQO'. The letters will be

converted into 8-bit ASCII codes.

Plain text

H 01001000

E 01000101

L 01001100

L 01001100

O 01001111
Key

P 01010000

L 01001100

U 01010101

T 01010100

O 01001111
Plain text 01001000 01000101 01001100 01001100 01001111
Key 01010000 01001100 01010101 01010100 01001111
Cipher text 00011000 00001001 00011001 00011000 00000000
in binary
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Cipher text:

00011000, 00001001, 00011001, 00011000, 00000000
the cipher text could be displayed in denary as:

24,9, 25,24,0

or in hexadecimal (hex) as:

18, 9,19, 18,0

Decryption-

1. Obtain the binary code for each character of the cipher text
2. Obtain the 8-bit ASCII code for each letter of the key:
3. Carry out the XOR operation, applying it to each corresponding pair of bits:

Cipher text
24 00011000
9 00001001
25 00011001
24 00011000
0 00000000
Key
P 01010000
L 01001100
U 01010101
T 01010100
0] 01001111
Cipher text 00011000 00001001 00011001 00011000 00000000
Key 01010000 01001100 01010101 01010100 01001111
Plain text 01001000 01000101 01001100 01001100 01001111
Plain text converted H E L L 0]
back into characters
X. Conclusion
XI. Practical Related Questions
1. Write a C program to implement Vernam cipher encryption and decryption technique.
2. Given Plain text: 'IF" ,Key: 10100. Convert the given plain text into cipher text using
Vernam Cipher.
3. Using the Vernam cipher, encrypt and decrypt the word "HELLO" using the Key value
"DGHBC"
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4. List Advantages and disadvantages of Vernam CipherTechnique.

Space for answer

00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssccscssscsccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssssss
€0 0000000000000000000000000006000000000000000000000000000000000000000000000000000000000000000000000000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000coscccsccscscccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
©00000000000600000000000000600000000000606060600000000006600000000000006060600000000006000000000000000000000000000000600000000000
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000060600000000000606000000000000600600000000006600600000000000600000000000000006000000000000000000000000000060000000000
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
©0000000000060600000000000060606000000000006006000000000060600600000000000600060000000000000600000000000000600000000000060600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€00 00000000060600000000000600060000000000606060000000000000600000000000006060000000000000600000000000006060000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€00 00000000060000000000006060060000000000600600000000000060060000000000060000000000000000600000000000000600000000000006060000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000606060000000000606060600000000000600600000000006060060000000000060060600000000000006000000000000606060000000000000600000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssss
€0 000000000000000000000000000000000000000000600000000000000000000000000000000000000000000000000000000000000000000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssssoscccsccscscccs
€0 0000000000000000000000000000000000000000000000000000006000000000000000000000000000000000000000000000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssssccsccscscccs
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€00 0000000006060000000000000600000000000006060600000000066060000000000000606060000000000060000000000000000600000000000000600000000000
€0 00000000000000000000000000000000000000000000000000000000CCCC00000000FCCCCO0O0OCO0O0CCOOIOCCCCO0000C0CC0CCOCCCCCCCO0IOCIOCIOIOIOIOIOTIOIOIOIOTOIOIOS
€0 000000000006000000000000606000000000000600600000000000000600000000000600000000000000000000000000000000000000000060060000000000
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000060600000000000006000000000000060000000000006060060000000000000606000000000000060000000000000060000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
©00000000000606000000000000606060000000000006000000000000606006000000000000060600000000000006000000000000000000000000000600000000000
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.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................

.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................

XIl.  References/Suggestions for further reading
1. hitps//japp.io/cryptography/vernam-cipher-algorithm-program-in-c-c/
2https/iwww. geeksforgeeks.org/vernam-cipher- in-cryptography/

XI.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)
Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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Practical No. 6 ii.ApplyVernam cipher technique to perform encryption and
decryption of text using any open-source tool (Example - Cryptool)

I.  Practical Significance

Cryptography is the study and application of techniques that hide the real meaning of information by
transforming it into nonhuman readable formats and vice versa.Vernam Cipher is a cryptographic
algorithm to encrypt and decrypt an alphabetic text.

Il.  Industry / Employer Expected Outcome(s)
Implement policies and guidelines to maintain data security and privacy during data transmission.

IIl.  Course Level Learning Outcome(s)
CO3 — Apply basic encryption / decryption techniques for given text.

Iv.  Laboratory Learning Outcome(s)
LLO 6.1 Implement Vernam cipher encryption technique.

V. Relevant Affective Domain related Outcomes
Follow safely practices

Maintain tools and equipment.

3. Follow ethical practices.

N =

VI. Relevant Theoretical Background
Vernam Cipheris a method of encrypting alphabetic text. It is one of the Substitution techniques for

converting plain text into cipher text. Instead of a single key, each plain text character is encrypted
using its own key. This means that there is no way that the cipher text can be deciphered without the

key.
VII. Required Resources
No. Name of the Resources Specifications
1 Computer system Any desktop or laptop 01
computerwith basic configuration
2 | Operating System Windows/Linux 01
3 Software Cryptool 1
VIII.  Precautions to be followed

1.Handle Computer System with care
2.Be caution while performing files related operations in computer System.

IX. Procedure
Vernam Cipher -
Demonstration of Vernam CipherEncryption using CrypTool

In this CrypTool demonstration, we will use Caesar, one of the oldest encryption algorithms.
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Encryption
1. Open the Cryptool Ul and the document that needs to be encrypted.

2. Click Encrypt/Decrypt > Symmetric (classic) >XOR

Q =8 E=E <
File Edit View |Encrypt/Decrypt | Digital Signatures/PKI  Indiv. Procedures Analysis Options Window Help
Oz e | E|e Symmetric (classic) 4 Caesar / Rot-13...
Symmetric (modern) 4 Vigenere...
X7 Asymmetric 2 Hill...
HELLO Hybrid v Substitution / Atbash...
Playfair...
ADFGVX..
Byte Addition...
XOR...
Vernam / OTP...
Homopheone...

Permutation / Transposition...

Solitaire...
Scytale / Rail Fence...

Byte-by-byte XOR operation L1 capa [ [Num Y

Fig. No.6.2.1

3. Enter key value in Hex format which of same length as original text.

CrypTool 1.4.42 - cryl.org b E@

File Edit Wiew Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures  Analysis  Options  Window Help

D2 || S| & |m|@ & 2|82

ﬁ cryl.org.tet
HELLO

Enter the kep using hes characters (0.9, 4.F).
F.ey lenagth at masimum 2048 hex characters [= 1024 bytes].

50 4C 55 54 47

Ercrypt | Decypt Cancel |

Press F1 to obtain help. |L:1 C1 P NUM ]

Fig. No. 6.2.2

5. Click on "encrypt."
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Decryption process

Perform the following steps to decrypt the encrypted document.

1. Open the encrypted document, and click on "Encrypt.Decrypt™ >Symmetric(classic)>
XOR.
2. Enter Key value in Hexadecimal form

3. Click on decrypt.

CrypTool 1442 - XOR decryption of <XOR encryption of <cryl.org.bit>, key <504C 5554 4F>> key .. [ = || & |[=Z34]

File Edit WView Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures  Analysis  Options  Window Help

D|=ef|DIS| &[%=(@ $I7 2N

Crf erylorg.tet = | = | &= W

Hi LU:-%- XOR encryption of <cryl.org.tet>, key <50 4C 55 54 4F= [= =] ==
Oooooooo 18 09 19 18 00

_E-f— KOR decryption of <XOR encryption of <cryl.org.bet>, key <50 4C 55 54 4F=> key ... EI@
HELLO

Press F1 to cbtain help. L1 C1 P MUM

Fig. No. 6.2.3

X. Conclusion

XI. Practical Related Questions

1. Use online Cryptool from https//legacy.cryptool.org/de/cto/vernam. Try to encrypt Text
HELLO using key PLUTO. Write Encrypted Text.
2.

Encrypt the Message = HELLO with Key = MONEY. Write Encrypted text.

Space for answer

.........................................................................................................................
.........................................................................................................................
€0 00000000000606000000000000606000000000000600600000000006060060000000000060000000000000000600000000000000000000000000000000000000
.........................................................................................................................

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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XIl.  References/Suggestions for further reading

1. https://japp.io/cryptography/vernam-cipher-algorithm-program-in-c-c/
2. https/iwww. geeksforgeeks.org/vernam-cipher- in-cryptography/

XIIl.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)
Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25
Dated Signature of Course Teacher
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Practical No. 7 * Implement rail fence encryption technique to perform encryption of
text using C programming language
l. Practical Significance

Since the importance of privacy and security has grown, several cryptographic methods and
techniques have been developed to protect our sensitive data.

Il.  Industry / Employer Expected Outcome(s)
Implement policies and guidelines to maintain data security and privacy during data transmission.

IIl.  Course Level Learning Outcome(s)
CO3 - Apply basic encryption / decryption techniques for given text.

IV. Laboratory Learning Outcome(s)
LLO 7.1 Implement rail fence encryption technique.

V. Relevant Affective Domain related Outcomes
1. Follow safely practices
2. Maintain tools and equipment.
3. Follow ethical practices.

VI. Relevant Theoretical Background
In classical cryptography techniques, namely substitution technique, the original message’s characters
are replaced with different characters, numbers, or symbols. The Caesar cipher is an example of the
substitution technique. Conversely, the transposition technique involves rearranging the plaintext
through permutation.
Rail fence cipher falls into the category of transposition techniques where we change the position of
each plaintext letter. The term ‘Rail-Fence” is attributed to the resemblance of this technique to a
cluster of zigzagging rails.
VII. Required Resources
Sg Name of the Resources Specifications Qty
1 Computter system Any desktop or laptop computer 01
with basic configuration
2 | Operating System Windows/Linux 01
3 Software Turbo C Compiler
VIII.  Precautions to be followed

1.Handle Computer System with care
2.Be caution while performing files related operations in computer System.
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IX.

XI.

Procedure
Rail fence cipher technique:

Encryption Process—

The rail fence cipher’s encryption process requires choosing the number of rails, writing the
message diagonally in a zigzag pattern determined by the selected number of rails, and then
combining the characters along each rail from left to right to obtain the encrypted message.

First, consider “RAILFENCE” as a plain text. Next, let’s take the number of rails or fences as
three, which can also be referred to as a key. The key will determine the height of the zigzag
pattern. Subsequently, we can write the message diagonally in a zigzag pattern from left to right:

R F E

. Writing the message on a 2D grid where each row is called a "rail". The message 'Zzig-zags

Fig. No. 7.1

Lastly, we’ll combine individual rows to generate the cipher text, which in this case will be
“RFEALECIN”.

The encryption algorithm involves two broad steps:

between the top and bottom rails, one message character per column. The height (number of rows)
is the "key".

The cipher text is created by reading the characters of the grid in a top-to-bottom-left-to-right
sequence. Where the classical rail fence cipher has a \key" which is a single integer, A, your
algorithm will use two integers A, and B with A > B and B > 1; alternating between them when
writing out the message on the fence rails. This algorithm reduces down to the classical rail fence
cipher if A=B.

Conclusion

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Practical Related Questions

1. Write a C Program to implement Rail Fence Encryption and Decryption.

2. The encoded message is
“CYTGAHITEROWIIGROVNCDSRPORPYSHATFRTNOSLIGOE” Using key =3 decode
the message.

3. What is the alternative name given to Rail fence cipher?

a) random cipher  b) matrix cipher  c) zigzag cipher d) columnar cipher

4. Rail fence cipher is an example of
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a) mono-alphabetic cipher b) poly-alphabetic cipher c) transposition cipher
d) additive cipher

5. Encryption in Rail fence cipher is done using
a) by arranging the letters in a zigzag fashion in atable b) by randomly arranging letters
C) by arranging letters in vigenere table d) by swapping adjacent letters

Space for answer

.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sos

.........................................................................................................................
©00000000000060600000000000060600000000000006060600000000006060060000000000600000000000000006000000000000000000000000006000000000000
.........................................................................................................................
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000scssscsscsss
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
.........................................................................................................................
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.........................................................................................................................
-------------------------------------------------------------------------------------------------------------------------

.........................................................................................................................
.........................................................................................................................

.........................................................................................................................
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
.........................................................................................................................

XIl.  References/Suggestions for further reading

1. https//iwww.baeldung.com/cs/cryptography-rail-fence-cipher

2. https//iwww. geeksforgeeks.org/rail-fence-cipher-encryption-decryption/
3.https//medium.com/@amanpalrayat/implementation- of-rail- fence-algorithm- in- c- language-
2640ffcdadb

4.https//www.cprograms4 future.com/p/encryption-rail-fence-cipher.htm#google vignette

XI1.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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Practical No.8: Implement simple Columnar Transposition encryption technique to
perform encryption of text using C programming language

VI.

Practical Significance

Columnar Transposition involves writing the plaintext out in rows, and then reading the cipher
text off in columns. In its simplest form, it is the Route Cipher where the route is to read down
each column in order.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
CO3 - Apply basic encryption / decryption techniques for a given text.

Laboratory Learning Outcome(s)
LLO 8.1 Implement simple columnar transposition technique

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

The columnar transposition cipher is a fairly simple, easy to implement cipher. It is a transposition
cipher that follows a simple rule for mixing up the characters in the plaintext to form the cipher
text.

Although weak on its own, it can be combined with other ciphers, such as a substitution cipher, the
combination of which can be more difficult to break than either cipher on its own. Example:

The key for the columnar transposition cipher is a keyword e.g. GERMAN. The row length that is
used is the same as the length of the keyword. To encrypt a piece of text e.g. Defend the east wall
of the castle

We write it out in a special way in a number of rows (the keyword here is GERMAN):
GERMAN

def end
t heeas
twallo
ftheca
stlexx

In the above example, the plaintext has been padded so that it neatly fits in a rectangle. This is
known as a regular columnar transposition. An irregular columnar transposition leaves these
characters blank, though this makes decryption slightly more difficult. The columns are now
reordered such that the letters in the key word are ordered alphabetically.

AEGMNR

nededf

aht ese

Iwtloa

ct feah

xts exl

The ciphertext is read off along the columns:
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nalcxehwttdttfsee leedsoaxfeahl

VII. Required Resources

,3'(;’ Name of the Resources Specifications Qty
Computer system Any desktop or laptop computer
1 . : ! 01
with basic configuration
2 Operating System Windows/Linux 01
3 Software Turbo C Compiler

VIIIl. Precaution to be followed
1. Handle Computer System with care

2. Be caution while performing files related operations in computer System

IX.  Procedure
Algorithm for simple columnar encryption technique

The simple columnar transposition technique is a classical encryption method that rearranges the
characters of the plaintext according to a specified keyword. Here’s a step-by-step outline of the

algorithm:

1.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

-------------------------------------------------------------------------------------------------------------------------

Choose a keyword: The length of the keyword determines the number of columns in the

transposition grid.

Create the grid: Write the plaintext message in rows under the columns labeled by the
keyword's letters. If the plaintext does not fill the grid completely, pad the remaining cells

with null characters or spaces.

Sort the keyword alphabetically:

read.

Read columns in the new order: Read the columns in the order determined by the

alphabetical positions of the keyword's letters to create the cipher text.
X. Conclusion

XI.  Practical Related Questions
1. Write a C Program to implement simple columnar encryption technique.
2. List types of cryptographic algorithm?
3. Comparison of substitution cipher and transposition cipher?

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Space for answer

This will determine the order in which the columns are
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oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
------------------------------------------------------------------------------------------------------------------------

XII. References/Suggestions for further reading

1. https/iwww.w3school.com/columnar-transposition-cipher
2. https//iwww.reasearch .ijcaonline.org

XIII. Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)
Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25
Dated Signature of Course Teacher
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Practical No.9: Create and verify Hash Code for given message using any Open-
source tool. (Example- Cryptool)

VI.

Practical Significance

The contents of a file are processed through a cryptographic algorithm, and a unique numerical
value — the hash value - is produced that identifies the contents of the file. If the contents are
modified in any way, the value of the hash will also change significantly.

Industry / Employer Expected Outcome(s)

1. Implement policies and gquidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)

CO3 - Apply basic encryption / decryption techniques for a given text.

Laboratory Learning Outcome(s)

LLO 9.1 Generate Hash Code

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

A cryptographic hash function (CHF) is a hash function that is suitable for use in cryptography.
It is a mathematical algorithm that maps data of arbitrary size (often called the “message™) to a bit
string of a fixed size (the "hash value", "hash", or "message digest”) and is a one-way function,
that is, a function which is practically infeasible to invert Ideally, the only way to find a message
that produces a given hash is to attempt a brute-force search of possible inputs to see if they
produce a match, or use a rainbow table of matched hashes. Cryptographic hash functions are a
basic tool of modern cryptography. The ideal cryptographic hash function has the following main
properties:

e it is deterministic, meaning that the same message always results in the same hash

e it is quick to compute the hash value for any given message
e it is infeasible to generate a message that yields a given hash value
e it is infeasible to find two different messages with the same hash value

e a small change to a message should change the hash value so extensively that the new hash value
appears uncorrelated with the old hash value (avalanche effect).

Cryptographic hash functions have many information-security applications, notably in digital
signatures, message authentication codes (MACs), and other forms of authentication. They can
also be used as ordinary hash functions, to index data in hash tables, for fingerprinting, to detect
duplicate data or uniquely identify files, and as checksums to detect accidental data corruption.
Indeed, in information-security contexts, cryptographic hash values are sometimes called (digital)
fingerprints, checksums, or just hash values, even though all these terms stand for more general
functions with rather different properties and purposes.
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Input Digest
cryptographic _
- 5 » DFCD 3454 BBEA 78BA 751A
Fox fll'r‘\aciihon 696C 24D9 7002 CA99 2D17
Lh,:;:::g: , cryp;‘;%;\aphic‘ p| 0086 16BB FB7D CBE2 823C
| the blue dog function ACEUGEDE SR BRaN AT
E::;:‘;::: ; prf‘:%';‘aphic BFDE 7558 7651 4F32 D1C6
| the blue dog At cHon ™ 76p1 75a9 ODA4 AEFE 4819
|Lh|:pr:?3:?r . cryp;‘;%?"““ ol FCD3 7HDB 5AF2 C6FF 915F
i(he'b’iue dog Fin2tion DA01 COAD 7DOA 46AF FB4S
!1:": ;:‘:;?‘ | prf‘ﬁ;‘aphic p| GACA D682 D58 4C75 4BE4
E{he blue dog function ATSITTONS DOXE S2R0 GAC
Fig. No. 9.1
VII. Required Resources
r. e .
30 Name of the Resources Specifications Qty
1 Computter system Any desktop or laptop computer | g
with basic configuration
2 Operating System Windows/Linux 01
3 Software Cryptool 1 01
VIII. Precaution to be followed

1. Handle Computer System with care
2. Be caution while performing files related operations in computer System

IX. Procedure

Here is a step-by-step guide to generate a hash code:

1. Open Cryptool 1: Launch the Cryptool 1 application on your computer.

2. Load or Enter Data: Either type in the data you want to hash directly into Cryptool or load a file
containing the data.
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= = e

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures  Analysis Options Window Help
D||of|H|S| #2222 & 28

Press F1 to obtain help. L1 c6 P [ num[ 4
Fig. No. 9.2

3. Select Hash Function:
- Go to the "Individual Procedures” menu.
- Select "Hash Values".
- Choose the desired hash function (e.g., MD5, SHA-1, SHA-256).

® E= ey

File Edit View Encrypt/Decrypt Digital Signatures/PKI [Indiv. Procedures | Analysis Options Window Help |
D|S|w@s| b[mle] ol 2] |t [ e
- | RSA Cryptosystem » MD4
3 Protocols ’ MD5
HELLO Chinese Remainder Theorem Applications 3 SHA
Visualization of Algorithms 3 SHA-1
Secret Sharing Demenstration (Shamir)... SHA-256
Tools » i
RIPEMD-160
Educational Games 3
Hash Value of a File...
Mumber Theory - Interactive 3 Hash Demonstration...

Key Generation from Password (PKCS #5)...
Generation of HMACs...

Calculates the MD5 hash value of the active document L1 6 P6

Press F1 to obtain help. L1 c6 Ps NUM Y

Fig. No. 9.3
4. Generate Hash:
- After selecting the hash function, Cryptool will compute the hash value for your data.
- The resulting hash code will be displayed in a new window or pane within the Cryptool interface.
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File Edit View Encrypt/Decrypt Digital Signatures/PEI  Indiv. Procedures  Analysis  Options  Window Help

D e Bl oo 2|82

goooooon EE 61 EE AD 290 E3 B2 99 Co BC BE 27 AC 53
oooooooE le &0

Press F1 to obtain help. L2 ca pa [ovr | [ruma | .
Fig. No. 9.4

5. Copy or Save Hash: You can copy the hash code directly from the window or save it to a file if

needed.

CrypTool 1442 - startingexample-en.td E@

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv, Procedures  Analysis  Options  Window  Help

D|=ef| & %2 & 2%

it

ﬁ startingexample-en.txt
HELLO

EBGTEEAD IOEZB393C6 BC BE 27 AC 5316 60

Store hazh value to HEX format

Press F1 to obtain help. L1 6 Pi6 [ [Num | 4
Fig. No. 9.5

X.  Conclusion

Xl.  Practical Related Questions

1. What is digital signature?
2. Diagram of digital signature?
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Space for answer

©0000000000060600000000000006000000000000606060000000006660060000000000606060000000000060600600000000000006060000000000000600000000000
00 0000100000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s
©000000000006060000000000606000000000000060606000000000660600000000000006000000000000000000000000000000000000000006000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000606000000000000000000000000060000000000006060000000000000000000000000000000000000000006000000000000000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€00 0000000006060600000000000060600000000000606060000000000606006000000000006060600000000000000600000000000006060000000000000600000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000000000000000000000000000000000000000000060600600000000000000000000000000000000000000000000000000000060000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssssscscscsscsccs
€0 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sccsssccscssssss
€0 000000000000000000000000000600000000006000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssssss
€0 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000cs
€0 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
©00000000000606000000000000606000000000000060000000000066600000000000006000000000000000000000000000000000000000006000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000cssss
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000600000000000000000000000000060060000000000600060000000000000600000000000000600000000000006060000000000000600000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
©0000000000006000000000000000600000000000000000000000000006000000000000000000000000000600000000000000000000000000060000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000csssccsssos
€0 0000000000006000000000000006060000000000000000000000060000000000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ccssscscscssssss
€0 0000000000000000000000000006000000000060000000000000000000000000000000000000000000000000000000000000000000000600000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssssocsscscccccsccs
€0 000000000000000000000000000000000000000000000000000000600000000000000000000000000000000000000000000000000000060000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000s
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.........................................................................................................................
........................................................................................................................
........................................................................................................................
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.........................................................................................................................
------------------------------------------------------------------------------------------------------------------------
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.........................................................................................................................
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........................................................................................................................

------------------------------------------------------------------------------------------------------------------------

XII. References/Suggestions for further reading

1. https//iwww.w3school.com/hashcode
2. https/iwww.simplilearn.com/tutorials/cyber-security-tutorial/md5-algorithm
XII1. Assessment Scheme (25 Marks)
S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time
Total 25

Dated Signature of Course Teacher
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Practical No.10: i. Write a C program to implement Diffie-Hellman key exchange
algorithm to perform encryption of text

VI.

Practical Significance

Diffie-hellman key exchange is a method of digital encryption that securely exchanges
cryptographic keys between two parties over a public channel without their conversation being
transmitted over the internet, the two parties use symmetric cryptography to encrypt ad decrypt
their messages.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
CO4 - Apply various encryption algorithms used for information security.

Laboratory Learning Outcome(s)
LLO 10.1 Implement Diffie-Hellman key exchange encryption technique

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

Diffie-Hellman key exchange raises numbers to a selected power to produce decryption keys. The
components of the keys are never directly transmitted, making the task of a would-be code breaker
mathematically overwhelming. The method doesn't share information during the key exchange.
The two parties have no prior knowledge of each other, but the two parties create a key together.
The Diffie-Hellman algorithm is being used to establish a shared secret that can be used for secret
communications while exchanging data over a public network using the elliptic curve to generate
points and get the secret key using the parameters.

For the sake of simplicity and practical implementation of the algorithm, we will consider only 4
variables, one prime P and G (a primitive root of P) and two private values a and b.

P and G are both publicly available numbers. Users (say Alice and Bob) pick private values a and
b and they generate a key and exchange it publicly. The opposite person receives the key and that
generates a secret key, after which they have the same secret key to encrypt.

Step-by-Step explanation is as follows:

Alice Bob
Public Keys available =P, G Public Keys available =P, G
Private Key Selected = a Private Key Selected = b
Key generated = Key generated =

Exchange of generated keys takes place
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Key received =y

Key received =X

Generated Secret Key =

Generated Secret Key =

Algebraically, it can be shown that

Users now have a symmetric secret key to encrypt

Example:
Step 1: Alice and Bob get public numbers P=23,G=9
Step 2: Alice selected a private key a =4 and Bob selected a private key b =3
Step 3: Alice and Bob compute public values :
Alice: x =(9"4 mod 23) = (6561 mod 23) = 6
Bob: y=(9"3 mod 23) = (729 mod 23) =16
Step 4: Alice and Bob exchange public numbers
Step 5: Alice receives public key y =16 and
Bob receives public key x =6
Step 6: Alice and Bob compute symmetric keys :
Alice: ka =y"a mod p = 65536 mod 23 =9
Bob: kb =x"b mod p=216 mod 23 =9
Step 7: 9 is the shared secret.
VII. Required Resources
Sg‘. Name of the Resources Specifications Qty
1 Computter system Any desktop or laptop computer 01
with basic configuration
2 Operating System Windows/Linux 01
3 Software Turbo C Compiler

VIII. Precaution to be followed
1. Handle Computer System with care
2. Be caution while performing files related operations in computer System

IX. Conclusion

------------------------------------------------------------------------------------------------------------------------

X. Practical Related Questions
1. Write a C Program to implement Diffie-Hellman key exchange algorithm to perform
encryption of text.
2. Write the applications and limitations of Diffie-hellman algorithm.
3. Comparison of Diffie-hellman and RSA.
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Space for answer

©0000000000060600000000000006000000000000606060000000006660060000000000606060000000000060600600000000000006060000000000000600000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000060000000000006600600000000006006000000000000006000000000006000000000000000060000000000000060000000000000060000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000606000000000000000000000000000060000000000600060000000000000060000000000000600000000000006060000000000000600000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000606060000000000600060000000000000060600000000006060060000000000000600000000000000600000000000006000000000006060000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000000000000000000000000000000000000000000060600600000000000000000000000000000000000000000000000000000060000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000csssccscscsscsss
€0 00000000000000000000000000060000000000060000000000000000000000000000000000000000000000000000000000000000000000600000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sccsssccscssssss
€0 000000000000000000000000000000000000006000000000000000000C00000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ocsscrcs
€0 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
©00000000000606000000000000606000000000000060000000000066600000000000006000000000000000000000000000000000000000006000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000crcs
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€00 00000000060600000000000000000000000000000060600000000000006000000000000000000000000000000000000000000000000000000600000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000000000000000000006000000000000000000000000000000000000000000000000000000000000000000000000000000000600000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000000006000000000000606060000000000000000000000006060060000000000000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sssssssscscscsscsccs
€0 0000000000000000000000000006000000000000000000000006000600000000000000000000000000000000000000000000000000000060000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000sscssssccscssssss
€0 000000000000000000000000000006000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
------------------------------------------------------------------------------------------------------------------------
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

XI. References/Suggestions for further reading

1. https/ivww. geeksforgeeks.org/implement-diffie-hellman-key-exchange
2. https/iwww.programmnigoss.com/2015/11/diffie- hellman-key-exchange-algorithm. html

XIl.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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Practical No.10:ii. Use Diffie-Hellman key exchange algorithm to perform encryption
and decryption of text using any open-source tool (Example - Cryptool)

VI.

Practical Significance

Diffie-hellman key exchange is a method of digital encryption that securely exchanges
cryptographic keys between two parties over a public channel without their conversation being
transmitted over the internet, the two parties use symmetric cryptography to encrypt ad decrypt
their messages.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
CO4 - Apply various encryption algorithms used for information security.

Laboratory Learning Outcome(s)
LLO 10.1 Implement Diffie-Hellman key exchange encryption technique

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

CrypTool is a popular educational software for learning about and experimenting with
cryptographic algorithms. Here's how you can use CrypTool to work with the Diffie-Hellman key
exchange algorithm:

Steps to Use CrypTool for Diffie-Hellman
1. Download and Install CrypTool:
- Visit the [CrypTool website](https://www.cryptool.org/en).
- Download the version suitable for your operating system (CrypTool 1, CrypTool 2, or
CrypTool Online).
- Install the software by following the installation instructions.
2. Open CrypTool:
- Launch CrypTool after installation.
3. Navigate to the Diffie-Hellman Algorithm:
- In CrypTool 1:
- Go to the menu bar and select "Indiv. Procedures” > "Key Exchange Protocols” > "Diffie-
Hellman™.
- In CrypTool 2:
- Go to the "Workspace Manager" and create a new project.
- Drag and drop the "Diffie-Hellman Key Exchange” component from the component list into
your workspace.
4. Set Up Parameters:
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- You will be prompted to input the parameters for the Diffie-Hellman key exchange. These
typically include:
- Prime number (p)
-Base (g)
- You can either use the default values provided or input your own.

5. Generate Private and Public Keys:

- Each participant (often referred to as Alice and Bob) generates their private key.

- The software will compute the corresponding public keys using the base (g ) and prime (p).
6. Exchange Public Keys:

- Alice and Bob exchange their public keys. In CrypTool, this step is simulated automatically.
7. Compute the Shared Secret:

- Both Alice and Bob use the received public key and their private key to compute the shared
secret.

- CrypTool will show you the steps and the final shared secret.
8. Visualization and Analysis:

- CrypTool provides a detailed visualization of the process, including intermediate steps and
mathematical calculations.

- You can analyze the key exchange process and understand how the shared secret is derived.
9. Experiment and Leam:

- Change parameters, generate new keys, and repeat the process to see how different values
affect the key exchange.

- Use the educational resources and explanations provided by CrypTool to deepen your
understanding of the Diffie-Hellman algorithm.

VII. Required Resources
,32‘ Name of the Resources Specifications Qty

. Computer system Any desktop or laptop computer

with basic configuration 01
2 Operating System Windows/Linux 01
3 Software Open source-crytool 1 01

VIII. Precaution to be followed
1. Handle Computer System with care.
2. Be caution while performing files related operations in computer System.

IX. Procedure
1. Go to Indiv. Procedure -> Protocols — Diffie-Hellman Demonstration.
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(€3
File Edit View Encrypt/Decrypt Digital Signatures/PKI [Indiv. Procedures | Analysis Options Window Help
D|a|w|w|@] #|m|e| £l 2ol e
—_— RSA Cryptosystem
Cal
AT Protocols
Chinese Remainder Theorem Applications
Visualization of Algorithms
Secret Sharing Demonstration (Shamir)...

Diffie-Hellman Demanstration...
MNetwork Authentication...
Secure E-Mail with 5/MIME...

HELLO

Tools
Educational Games

Number Theory - Interactive

Fig. No. 10.2.1
2. Click Set public Parameters -> Set Public Parameter Dialog box will Appear -> click Ok to
proceed for to generate public parameters.

&4 CrypTool 1442
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options  Window  Help

D[l (@@ b2 £ 2

. Diffie-Hellman Demonstration - Visualization of the Diffie-Hellman Key Exchange Protocol
startingexample-en.od

Step 1

er cicking the ‘OK' butten you will be prompted for the
public parameters of the Diffie-Helman key stehange
protocol,that i the prime modle [p) and the generator [g).

Laceps [ [ NM[

Fig. No. 10.2.2
3. Next dialog box of Generate public parameter will appear -> click on Generate Prime button.

T&Y CrypTool LAz - stantingeample-enoa =& =]
File Edt  View Dvgital Signatures/PKI _ Indrv, Procedures  Analysis  Options  Window  Help

The piime medle o] rseds o be a prime; if you dant know any laige prmes, just clck the bullon Generale Prims’ _‘
B vshd prie uumm

Fig. No. 10.2.3
4. Set bit length. No will be displayed in Prime -> Click on Accept Prime button.
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Elelr=]

File Edit View Encrypt/Decrypt Digital Signatures/PKI _Indiv. Procedures  Analysis Options Window Help

D|cef K[| &[m]2| &= 2w

HELLO

the time to
property.
fo

‘Generate a pri

sitlength [256

Press F1 to obtain help. Ll C6 P:6 NUM

Fig. No. 10.2.4
5. Click on Create Generator. No will be displayed in Generator Field. -> Click on Accept

Parameters.

&Y CrypTool 1442 - startingeample-enot (= [a][=]

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indliv. Procedures  Analysis Options Window Help

D[RS %[0 o 2N

HELLO

Bt parameters, the generator (g) and the prime medule (7] may be known publicly.

The: prime moduls (5] needs ta b a prime: if you dorit knaw any largs primes. just olick the button G enerate Prime.
A valid prime module wil be created instartly.

Prime module: | 1644594226000662430117299600574384424556063563978 Generate Prime.

The generator () is a natural number, preferably not zero o one and not a multiple of the: prime module (). Push the
button 'Create Generator' to make CiypT ool create a valid natural number.

Generator: 1083543236371 456768316321 0410865070247 33609856844 |7

Accept parameters

L1 C6 P6 [NUM

Fig. No. 10.2.5
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File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

D|2|ef (=S| %%l £ 2%

L1 C6 Pi6

Fig. No. 10.2.6
6. On the flowchart window click on choose secretes button. Choose secrete dialog box appears
Stating to choose separate secrete no for Alice and Bob -> Click OK.

=@ ]=]

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis  Options Window Help

Step 2

Now you can separctely chonse the secret numbers for
Alice (a] and Bob (b]. The necessary bultons wil be
aclivated as saon as you elick the DK’ button

L1 C6 P6

AAEAcIFAmiL]
Fig. No. 10.2.7
7. Click on Secrete button of Alice -> Choose Alice’s Secrete dialog box appears asking you to

Generate Secrete. Click Generate Secrete and Accept Secrete.
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File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Options Window Help

D=|e|H & &[B2 £ 2|8

HELLO

L1 C6 6

Fig. No. 10.2.8
8. Follow the same procedure for Bob’s Secret Key Generation.

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis  Options Window  Help

Tt S 1 T ST

HELLO

L1 6 P6

Fig. No. 10.2.9
9. Next Click on Create Shared Key. Create Shared Key dialog box appears. Click Ok.

Maharashtra State Board of Technical Education 84 (‘K’ Scheme)



Information Security Course Code: 314319

T&¥ CrypTool L42 - startingeample-en bt @ =]
File Edit View Encrypt/Decrypt Digital Signatures/PKI _Indiv. Procedures Analysis Options Window Help

D[S &|®=le] £ 2%

HELLO

Fig. No. 10.2.10
10. Click Calculate button of Alice and Bob.

& CypTool 1442 - startingexample-en.bet =& =]
File Edit View Encrypt/Decrypt Digital Signatures/PKI _Indiv. Procedures Analysis Options Window Help

NEAEERIE ek

tartingexa

HELLO

L1 C6 P6 T

Fig. No. 10.2.11
11. Next Click Exchange shared Key Button on Flow chart window. This will prompt a dialog
box stating Alice and Bob will exchange their Keys.
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Elelr=]

File Edit View Encrypt/Decrypt Digital Signatures/PKI _Indiv. Procedures  Analysis Options Window Help

D|c|ef K[| &[22 &= 2w

HELLO

Ll C6 P:6

Fig. No. 10.2.12
12. Click on Generate Common Session Key Button on Flowchart window. A dialog box appears
stating a common session key will be generated for Alice and Bob.
&Y CrypTool 14.42 - startingexample-entxt (=& ]=]

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

Using Diffie-Hellman ke exchange a common and seciet key was
hed.

a3 3 session key in ordet to do.

ou can get the details how this protocol worked with the numbers you
chose by hitling the key symbol

|1 6 P6

13. Click Ok on the dialog box. -> Click on Key symbol displayed on the flowchart window.->
Summary of flow process will be displayed.
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CrypTool 1.4.42 - startingexample-en.tt
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures Analysis Option:

===l
s Window  Help
Do |@|E| 5|=le] &= 2|

% ATy Diffie-Hellman Demonstration - Visualization of the Diffie-Hellman Key Exchange Protocel
& -en

=]
HELLO 5

Alice and Bob have:

computed their Session Key independently from

Alice!

s Session 134

Key length [bit} B

Key:

Bob's

Session 134

Key length [bit] 8

Key:

Veification successhull - The keys of Aice and Bab are identical ‘

Thiss, the target is

Key can now l

L Show log test Cancel
shonates_|
Cose -

r
Show information diglogs ¥

Press Fl to obtain help.

L1 C6 P6 [ [ [num
: = 7~ -
= € ‘

Fig. No. 10.2.14

14. If you want to see log text click on Show Log Text. A new file will be created showings
stepwise procedure. Then Click Ok.
X. Conclusion

5 @ 9:55 AM
S O o

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

XI.  Practical Related Questions
1. What is Man in the Middle (MIM) attack?

2. What is Asymmetric and Symmetric Encryption.?
3. Differentiate between private and public key.

Space for answer

€00 000000000060000000000000060606000000000000600000000000000006000000000000006000000000000000000000000000600000000000000600000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 000000000000060000000000000000000000000000060600000000000006000000000000000000000000000000000000000000000000000000600000000
€0 0000000000600000000000606060000000000000060000000000000060000000000000000000000000000000000000000000000000000000000000000
€0 000000000000000000000000000600000000006000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000060600000000000006060000000000006000000000000006000000000000000000000000000000000000000000000000000000000000000000
........................................................................................................................
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........................................................................................................................
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XII. References/Suggestions for further reading

1. https/Aiwvww. geeksforgeeks.org/implement-diffie-hellman-key-exchange
2. https/iwww.programmnigoss.com/2015/11/diffie- hellman-key-exchange-algorithm. html

X111, Assessment Scheme (25 Marks)
S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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*Practical No.11: Use Steganography to encode and decode the message using any
open-source tool (Example-OpenStego)

VI.

Practical Significance

Steganography is a technique that allows one to hide binary data within an image while adding few
noticeable changes. Steganography is the dark cousin of cryptography, the use of codes. While
cryptography provides privacy, steganography is intended to provide secrecy. Privacy is what you
need when you use your credit card on the Internet -- you don't want your number revealed to the
public. For this, you use cryptography, and send a coded pile of gibberish that only the web site
can decipher. Though your code may be unbreakable, any hacker can look and see you've sent a
message. For true secrecy, you don't want anyone to know you're sending a message at all.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)

CO4 - Apply various encryption algorithms used for information security.

Laboratory Learning Outcome(s)

LLO 11.1 Implement stenography

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

Steganography is the art of hiding the fact that communication is taking place, by hiding
information in other information. Many different carrier file formats can be used, but digital
images are the most popular because of their frequency on the internet. For hiding secret
information in images, there exists a large variety of steganography techniques some are more
complex than others and all of them have respective strong and weak points. Different applications
may require absolute invisibility of the secret information, while others require a large secret
message to be hidden. This project report intends to give an overview of image steganography, its
uses and techniques. It also attempts to identify the requirements of a good steganography a lg o r
ithmandbrieflyreflectsonwhich stenographic techniques are more suitable for which
applications.

LSB algorithm: The algorithm used for Encryption and Decryption in this application provides
using several layers lieu of using only LSB layer of image. Writing data starts from last layer (8st
or LSB layer); because significant of this layer is least and every upper layer has doubled
significant from its down layer. So every step we go to upper layer image quality decreases and
image retouching transpires. The encryption is used to hide information into the image; no one can
see that information or file. This module requires any type of image and message and gives the
only one image file in destination. The decryption is used to get the hidden information in an
image file. It take the image file as an output, and give two file at destination folder, one is the
same image file and another is the message file that is hidden in that. LSB (Least Significant Bit)
substitution is the process of adjusting the least significant bit pixels of the carrier image. It is a
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simple approach for embedding message into the image. The Least Significant Bit insertion varies
according to number of bits in an image. For an 8 bit image, the least significant bit i.e., the 8th bit
of each byte of the image is changed to the bit of secret message. For 24 bit image, the colors of
each component like RGB (red, green and blue) are changed. LSB is effective in using BMP
images since the compression in BMP is lossless. But for hiding the secret message inside an
image of BMP file using LSB algorithm it requires a large image which is used as a cover. LSB
substitution is also possible for GIF formats, but the problem with the GIF image is whenever the
least significant bit is changed the whole colour palette will be changed. The problem can be
avoided by only using the gray scale GIF images since the gray scale image contains 256 shades
and the changes will be done gradually so that it will be very hard to detect.JPEG, the direct
substitution of steganographic techniques is not possible since it will use lossy compression. So it
uses LSB substitution for embedding the data into images. There are many approaches available
for hiding the data within an image: one of the simple least significant bit submission approaches
is ‘Optimum Pixel Adjustment Procedure’.

The simple steps for OPA explain the procedure of hiding the sample text in an image.

Stepl: A few least significant bits (LSB) are substituted with in data to be hidden.

Step2: The pixels are arranged in a manner of placing the hidden bits before the pixel of each
cover image to minimize the errors.

Step3: Let n LSBs be substituted in each pixel.

Step4: Let d= decimal value of the pixel after the substitution.dl = decimal value of last n bits of
the pixel.d2 = decimal value of n bits hidden in that pixel.

Step5: If (d1~d2)<=(2"n)/2then no adjustment is made in that pixel. Else

Step6: Ifidld2)d = d + 2”nT his “ d ’ is converted to binary and written back Ravinder Reddy Ch
et al IJCSET |[November 2012 | Vol 2, Issue 11, 1488-1492 www.ijcset.net | ISSN:2231- 0711
1489 topixel. Thismethod o fsubstitution is simple and easy to retrieve the data and the
image quality better so that it provides good security. The encoder algorithm is as given below: 1:
for i=1,...., len (msg) do 2: p = LSB(pixel of the image) 3: if p != message bit then 4: pixel of the
image = message bit 5: end if 6: end for The encoding process shows that the entire algorithm can
be implemented by writing just a few lines of code. The algorithm works by taking the first pixel
of the image and obtaining its LSB value (as per line 2 of the Algorithm). This is typically
achieved by calculating the modulus 2 of the pixel value. This will return a 0 if then number is
even, and a 1 if the number is odd, which effectively tells us the LSB value. We then compare this
value with the message bit that we are trying to embed. If they are already the same, then we do
nothing, but if they are different then were place the pixel value with the message bit. This process
continues whilst there are still values in the message that need to be encoded The decoder
algorithm is:1: for i = 1, ..., len(image string) do2:message string = LSB (pixel string of the
image)3: end for The decoding phase is even simpler. As the encoder replaced the LSBs of the
pixel values in ¢ in sequence, we already know the order that should be used to retrieve the data.
Therefore all we need to do is calculate the modulus 2 of all the pixel values in the stegogramme,
and we are able to reconstruct m as m0 .The above Algorithms how the pseudo code of the
decoding process. Note that this time we run the loop for length of message instead of length of
string. This is because the decoding process is completely separate from the encoding process and
therefore has no means of knowing the length of the message. If a key were used, it would
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probably reveal this information, but instead we simply retrieve the LSB value of every pixel.
When we convert this to ASCII, the message will be readable up to the point that the message was
encoded, and will then appear as gibberish when we are reading the LSBs of the image data.

VII. Required Resources
Sr. et Qty
No. Name of the Resources Specifications
1 Computter system A_ny de_sktop or Ia_lptop computer | o1
with basic configuration
2 Operating System Windows/Linux 01
3 Software Open source tool-OpenStego 01

VIIIl. Precaution to be followed
1. Handle Computer System with care

2. Be caution while performing files related operations in computer System

IX. Procedure

Download and install OpenStego: OpenStego is available for multiple operating systems,
including Windows, Linux, and macOS. Download the compatible version with your operating

system and install it on your computer.

1. Launch OpenStego: Once OpenStego is installed, launch the software.

2. Select the file to embed data; To embed data within a file, click on the "Embed" button and select

the file ed data within.

Hide data

& OpenStego

Eile Help
Data Hiding Hide data in harmless looking files
Hidflata Message File
C:\secret\message.bd
Extra?[]ata Cover File

C:\secret\nature.png

Digital Watermarking (Beta)

Output Stego File

(Select multiple files or provide wildcard (%, ?) to embed same message in multiple files;

ﬁ C:\secret\send.png
Generate Signature

@ Options
Embed Watermark Encryption Algorithm AES128 -

g Password ssssssne
Verify Watermark

Confirm Password ssssseee
Hide Data
Fig. No. 11.1

3. Select the data to embed: Select the data you want in the file. OpenStego supports various data

types, data types, images, and files.
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4. Configure the encryption settings: OpenStego provides various encryption settings that can be
customized according to your needs. Configure the settings according to your preferences.

Embed the data: Once you have configured the encryption settings, click onthe "Embed" bun to
embed the data within the file

Extract data

& OpenStego

— O X
Eile Help
Data Hiding Extract hidden data
_ & Input Stego File
Hide Data ;
C:\inbox\message.png
3 .
Extract Data Output Folder for Message File
C:\inbox
Digital Watermarking (Beta)
@ Password eessssse
Generate Signature Extract Data
@
Embed Watermark
e
Verify Watermark

Fig. No. 11.2

6. Extract the data: To extract the hidden data from the file, click the "Extract" but he “Extract” button
and select the file data. Remove will extract the hidden removed and display it on the screen.

Generate signature

& OpenStego

— O *
Eile Help
Data Hiding Generate signature to watermark your files
'd@ Passphrase to be used to Generate Signature
32 DEE Copyright (c) 2017, SV Photography
g . .
Extract Data Output Signature File
C:\documents\sv_photography.sig
Digital Watermarking (Beta) Generate Signature
&
Generate Signature
Embed Watermark
g
Verify Watermark

Fig. No. 11.3
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Embed watermark

& OpenStego - O P
File Help
Data Hiding Embed watermark using your signature
. & File to be Watermarked
Hide Data (Select multiple files or provide wildcard (%, ?) to watermark muitiple files;
ol C:\photos\*.jpg
Extract Data
Signature File
C:\documents\sv_photegraphy.sig
Digital Watermarking (Beta)
@ Output Watermarked File
C:\final
Generate Signature
& Embed Watermark
Embed Watermark
Verify Watermark
Fig. No.11.4
Verify watermark
&
Eile Help
] Data Hiding Verify files for existence of your watermark
& File to be Checked for Watermark
Hide Data (Salact multiple e or provide wildeard <, ) to veriy watermarnk in multiple fies;
i C:\final\*.ipg
Extract Data
Onginal Signature File
C:\documents\sv_photography.sig
Digital Watermarking (Beta)
& Verify Watermark
Generate Signature Results e
& )
Embed Watermark ﬂ The watermark strength check results are:
i File Name Strength
Verify Watermark IMG_0127.0PG ® 100%
IMG_0128.1PG ® 89%:
IMG_0129.0PG ® 100%
IMG_0130.0PG » 100%
MG_0131.0PG ® 100%

Fio. No. 11.5
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X. Conclusion

©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

XI.  Practical Related Questions

1. What is steganography?
2. List terminologies used in steganography?

Space for answer

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

........................................................................................................................
-------------------------------------------------------------------------------------------------------------------------
........................................................................................................................
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
.........................................................................................................................
oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
.........................................................................................................................

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

-------------------------------------------------------------------------------------------------------------------------
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........................................................................................................................
-------------------------------------------------------------------------------------------------------------------------
.........................................................................................................................
ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
.........................................................................................................................

XII. References/Suggestions for further reading

1. https//iwww.openstego.com
2. https/iwww.simplilearn.com/what- is-stegnography-article

X1, Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1 Correctness of flow of procedure
2 Debugging ability
3 Quality of Input/Output displayed.(messaging and formatting)
Weightage- Product related: 40% Marks-10
4 Answer to sample questions
5 Submission of assignment on time.
Total
25
Dated Signature of Course Teacher
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*Practical No.12: Create and verify digital signature using any Open source tool
(Example- Cryptool)

VI.

Practical Significance

A digital signature is a mathematical scheme for verifying the authenticity of digital messages or
documents. A valid digital signature, where the prerequisites are satisfied, gives a recipient very
strong reason to believe that the message was created by a known sender (authentication), and that
the message was not altered in transit (integrity).

Digital signatures are a standard element of most cryptographic protocol suites, and are commonly

used for software distribution, financial transactions, contract management software, and in other
cases where it is important to detect forgery or tampering.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)

CO4 - Apply various encryption algorithms used for information security.

Laboratory Learning Outcome(s)

LLO 12.1 Generate digital signature

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background
A digital signature scheme typically consists of three algorithms:

e A key generation algorithm that selects a private key uniformly at random from a set of possible
private keys. The algorithm outputs the private key and a corresponding public key.

e A signing algorithm that, given a message and a private key, produces a signature.

» A signature verifying algorithm that, given the message, public key and signature, either accepts
or rejects the message's claim to authenticity.

Two main properties are required. First, the authenticity of a signature generated from a fixed
message and fixed private key can be verified by using the corresponding public key. Secondly, it
should be computationally infeasible to generate a valid signature for a party without knowing that
party's private key. A digital signature is an authentication mechanism that enables the creator of
the message to attach a code that acts as a signature. The Digital Signature Algorithm (DSA),
developed by the National Institute of Standards and Technology, is one of many examples of a
signing algorithm.

In the following discussion, 1n refers to a unary number.

Formally, a digital signature scheme is a triple of probabilistic polynomial time algorithms, (G,
S, V), satisfying:

e G (key-generator) generates a public key (pk), and a corresponding private key (sk), on input 1n,
where n is the security parameter.

e S (signing) returns atag, t, onthe inputs: the private key (sk), and a string (x).
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e VV (verifying) outputs accepted or rejected on the inputs: the public key (pk), a string (x), and a
tag (t).

For correctness, S and V must satisfy

Pr[ (pk, sk) < G(1n), V(pk, x, S(sk, x) ) = accepted ] = 1.B4

A digital signature scheme is secure if for every non-uniform probabilistic polynomial time
adversary, A

Pr[ (pk, sk) «— G(1"), (x, t) «— ASEC Ipk, 1), 3& Q, V(pk, x, t) = accepted] < negl(n), where ASC -
) denotes that A has access to the oracle, S(sk, - ), Q denotes the set of the queries on S made by A,
which knows the public key, pk, and the security parameter, n, and >= Q denotes that the

adversary may not directly query the string, x, onS.

Sender’s Side

Encryption using
Receiver's public key

Data — %  Encrypted Data
-

Digital Signature

| Digital Signature with
Sender’s private key

Fig. No. 12.1

Digital signatures versus ink on paper signatures

An ink signature could be replicated from one document to another by copying the image
manually or digitally, but to have credible signature copies that can resist some scrutiny is a
significant manual or technical skill, and to produce ink signature copies that resist professional

scrutiny is very difficult.
Digital signatures cryptographically bind an electronic identity to an electronic document and the

digital signature cannot be copied to another document. Paper contracts sometimes have the ink
signature block on the last page, and the previous pages may be replaced after a signature is
applied. Digital signatures can be applied to an entire document, such that the digital signature on
the last page will indicate tampering if any data on any of the pages have been altered, but this can
also be achieved by signing with ink and numbering all pages of the contract.
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VII. Required Resources

Erc; Name of the Resources Specifications Qty

. Compuiter system Any desktop or laptop computer | o1

with basic configuration

2 Operating System Windows/Linux 01

3 Software Crytool 1 01

VIII. Precaution to be followed
1. Handle Computer System with care

2. Be caution while performing files related operations in computer System
IX.  Procedure
1. Create new file or open existing file

CrypTool 1.442 - startingexam ple-en.bat EI@

File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures Analysis Options Window Help

Do @S| &|%@ &= 2
i startingexample-en. bt EI@

Starting example for the CrypTool version family 1.x (CT1)

Remark:

The successor versions of CT1 (called CT2, JCT and CTO) now offer a significantly wider hl
range of functionality than CT1. In CT1 only errors will be corrected. Please use the newer 3
versions of CrypTool little by little.

CrypTool 1 (CT1) is a comprehensive and free educational program
about cryptography and cryptanalysis

Affrrine madmmnin melime baln and ceoese ciassalieation .

Press F1 to obtain help. L1 G5 P:5 NUM

Fig. No. 12.2
2. Select Digital signature/PKI - >Signature Demonstration. Flow chart will be displayed.

Starting example for the CrypToo

CrypTool 1.4.42 - startingexample-en.bd EI@
File Edit View Encrypt/Decrypt | Digital Signatures/PKI | Indiv. Procedures  Analysis  Options  Window Help
D|c|ef|ES| 45| P '
Sign Document...
C : _
s startingexample-en.bd Verify Signature... E

Extract Signature
Remark: Signature Demenstration (Signature Generation]...

The successor versions of CT1 (called CT2, JCT and CTO) now offer a significantly wider a
range of functionality than CT1. In CT1 only errors will be corrected. Please use the newer 3
versions of CrypTool little by little.

CrypTool 1 (CT1)is a comprehensive and free educational program
about cryptography and cryptanalysis

Afrrime madbamniin aelima kel and caam cdaoalisatine .

Visualizes the process of generating a digital signature I:1 G5 PS5 MNUM

Fig. No. 12.3
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3. Click on select has function and select hash function (e.g. MD5) as per your choice. Click OKk.

Step by Step Signature Generation ==

ﬁlﬁ!ﬁiﬂﬂw =

E]

Dacument: stati it

00000 53 74 61 72 74 69 6E 67 20 65 78 61 6D 70 6C 65 20 66 Starting exanple f
00012 &F 72 20 74 68 65 20 43 72 79 70 54 kF &F 6C 20 76 &G or the CrypTool we m
00024 72 73 &9 6F 6E 20 66 61 6D 69 6C 79 20 31 2E 78 20 2& rsion family 1. = ( -
00036 43 54 31 29 0D 04 0D 04 52 65 6D 61 72 6B 34 0D DA 54 CT1) Remark T
00048 68 65 20 73 75 63 63 65 73 73 B6F 72 20 76 65 T2 73 A9 he successor wversi
00054 6F 6E 73 20 6F 66 20 43 54 31 20 28 63 6l 6C 6C 65 64 ons of CT1 (called
O000&C 20 43 &4 32 2C 20 44 43 54 20 61 kE k4 20 43 54 4F 29 CT2. JCT and CTO)
0007E 20 &E &F 77 20 6F 66 66 65 72 20 61 20 73 69 &7 &E A3 now offer a signi
00090 &6 &9 &3 61 E6E 74 6C 79 20 77 B9 k4 kG 72 20 72 &1 &E ficantly wider ran
00042 67 65 20 6F 66 20 66 75 BE 63 74 69 6F 6E 61 6C 63 T4 ge of functionalit
000B4 79 20 74 68 61 6E 20 43 54 31 2E 20 43 6E 20 43 54 31 v than CT1. In CT1 -

« i

»

Fig. No. 12.4
4. Next click on Generate Key. Generate RSA key window will popup. Click on Generate Prime.

Step by Step Signature Generation [=]

Select a Hash Function

Hash function
© MD2
0 MD4
% MDS
" SHA
 SHA
1 5HA25E
€ SHAGIZ

" RIPEMD-160
= —
Dacument: tt

oooo0 &3 74 61 72 74 9 RE &7 20 65 78 61 kD 70 &C 65 20 6k Starting example f
00012 6F 72 20 74 68 65 20 43 72 79 70 54 6F 6F 6C 20 76 65 or the CrypTool ve F
00024 72 73 69 BF BE 20 66 &1 6D 69 6GC 79 20 31 2E 78 20 28 reion family 1 = ( -
00036 43 54 31 29 0D 0& 0D DA 52 65 6D &1 72 6B 3A4 0D D& G54 CT1). Remaxk:..T
00048 &8 65 20 73 75 k3 63 &5 73 73 AF 72 20 76 &5 72 73 £9 he successor versi
00054 &F 6E 73 20 6F 66 20 43 54 31 20 28 63 61 &C 6C 65 64 ons of CT1 (called
O00&C 20 43 54 32 2C 20 44 43 54 20 61 6E k4 20 43 54 4F 29 CT2. JCT and CTO)
0007E 20 6E 6F 77 20 6F 66 66 65 72 20 61 20 73 &3 67 6E 69 now of fer a signi
00090 &6 69 63 61 BE 74 6C 79 20 77 69 B4 RS 72 20 72 61 GE ficantly wider ran
00042 &7 65 20 6F 66 20 66 75 6E 63 74 69 6F 6E 61 6C 69 74 ge of functionalit
000B4 79 20 74 68 61 BE 20 43 54 31 2E 20 49 6E 20 43 54 31 ¥ than CT1. In CT1 i

>

Fig. No. 12.5
5. No. Select as options as per shown in Fig. No. 12.6
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Step by Step Signature Generation =]

commonmo0m

Generate RSA Key

==

Choose two prime rumbers p and q. The number N = pa is the public ASA modulus and phift] = (11ia-1]
is the Evler phi function. Public key & s copiime to philN]. The private key d = &"(1) [mod philN]) is
calculated from this.

Prime number enty

Piime number p

E—
————

Generate piime numbers

Piime number q

RSA parameler

Length —

RS54 modulus N [ g
philM] = [p-11] [ fsesel
Public key & BE

G Private key d

——

Fig. No. 12.6
6. Click on Generate Prime numbers and then Apply primes button. Then Click on Store Key.

Step by Step Signature Generation =] I

Prime numbers play an important role in modem cryptography. Here you can generate primes
within & given value rangs [lower limit, upper limit]

Amount of prime numbers to be generated

£ Generate bwo primes randomly fram within the value ranas(s)
—

Separatar for the display of the primes:

Algarithms for prime number generation
= Miller-Rabin Test

¢ Solavay-Strassen Test

“alue range of the prime numbers p and g

7 Tobe entered independently of
each other

' Both are equal fjust enter one]

7 Femmat Test

Frime number p

27150

Frime number g

Lower limit Lower limit 27150

G = -
Upper limit  [27151 Upper limit  [27151
T —
Result o Result a
Generate prime numbers Cancel |

Fig. No. 12.7
7. After this in flow chart click on Provide certificate. Create certificate and PSE window will
appear.
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Step by Step Signature Generation == I

PETTrrrre.

Generate RSA Key

Choose twa prime numbers p and q. The number M = pg is the public FSA madulus and philM] = (p-11(9-1]
i the Euler phi function. Public key & is coprims to philM1 The privats key d = 8711 [mod philN]] is
calculated from this.

~ Prime numbier
Prime number p [T43592851061191 513394269357 5505
Frime number o [2622906805 41 5234152205447 796784 and g are prime numbers.

~RASA p :

Length [304 it i
RSA modulus N |37EE3D5554E|1 4000264403340737348 [public]
phil] = (p-110a-1] I37553D555401 4000264403340737348 [zecret] I
Public key e [z218+1 = does not divide phi (M) .

c Frivate key d [7E7E1 ara71 4EE030EE S AR08 30350

Store key | Cancel |

Fig. No. 12.8
8. Enter personal data for certificate. And click on create certificate and PSE button.

Step by Step Signature Generation

Fig. No. 12.9
9. On flow chart click on has value.
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Step by Step Signature Generation

Create Certificate and PSE
-~ Public RSA parameter
4 Bit length
% RSA madulus N

|304 bit
|376630656401 400025440334 07 3734803401 493667 4580407 711 6421 3565
Public key =: [e5537
- Personal data for the certifi
Mame: I
First name: I
Key identifier: I [optional]
PIN I
PIM verification: I
o | Generated names for PSE and certif
il User Key ID I
Distinguished N ame: I
| Create Cettificate and PSE_ | [ Import cerificate and key | Cancel |

10. Then Click on encrypt has value.

Step by Step Signature Generation

Fig.

No. 12.10

Fig. No. 12.11

11. Then click on Generate Signature. Signature will be generated.
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Step by Step Signature Generation

Fig. No. 12.12
12. Then click on store signature.

Step by Step Signature Generation

==}

Fig. No. 12.13
13. Window will pop saying congratulation, you have successfully created RSA signature. Click
Ok.
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Step by Step Signature Generation £2

| Congratulations!

You have successfully created an RSA signature of the document
startingexample-en.et.

For this purpose you have generated a new RSA key and stored it
together with a certificate in the PSE file
[Manaswinil[Manaswini][RSA-304][1718343674][aaa].

As the hash function you have selected MD5.

Fig. No. 12.14
14. You will get window which is document created with unique digital signature.

= {r=n )

Window Help

CrypTool1.4.42 - RSA (MD5] signature of <startingexample-en. >
File Edit Digital Signatures/PKI

| 2|

View Encrypt/Decrypt Indiv. Procedures

DS |H|Z| %[5

Analysis  Options

E-f- startingexample-en.bd | = || = | = |]
St LU% RSA (MD5] signature of <startingexample-en.bd> EI@
R ooooooon 53 69 67 6E 61 74 75 72 65 34 20 20 20 Signature: e
gooooooD 20 20 20 20 11 45 F7E 75 1C F5 E1 44 9B Etul
TH |0000001& F9 6C 37 23 B2 A7 Bl 3E DC D2 2B 7E FI 178, x4~
ra| (00000027 E2 28 9F CS5 95 EE A0 8C S5& F7 GF D& 7F (o Z._
vel |00000034  9E 84 De 20 20 20 20 20 20 20 20 20 20
oooooo41 20 20 20 20 20 20 53 &9 67 6E 61 74 75 Signatu
00000D4E 72 65 20 6C 65 6E 67 74 68 34 20 20 33 re length: 3
Cl|0oooo00SE 30 34 20 20 20 20 20 20 20 20 20 20 20 04
af |00000068 20 20 20 20 20 41 &C &7 BF 72 69 74 68 Algorith
~4 | 00000075 6D 34 20 20 20 20 20 20 52 53 41 20 20 m: RS4
gooooos2 20 20 20 20 20 20 20 20 20 20 20 20 20
nnannNnot AN 40 21 7?2 c0 N €€ 0 ET £ 4 O £ L e e e 5
Press F1 to obtain help. L1 €1 P OVR MNUM

Conclusion

Fig. No. 12.15

XI. Practical Related Questions

1. Explain the term Honeypot and list its types.
2. Explain host based IDS.
3. Enlist the mobile security threats.
Space for answer

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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XII. References/Suggestions for further reading

1. https:/Aww.infosecinstitute.com/resources/cryptography/cryptography-fundamentals- part-3-
hashing/

2. https//iwww.signnow. conmvesignature/cryptographic-signature

3._https//www. youtube.com/watch?v=dvLawz6MbUw&t=194s

XII.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15

1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.

Total 25
Dated Signature of Course Teacher
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VI.

*Practical No.13: Configure firewall settings on any operating system

Practical Significance

A firewall is a network security system designed to prevent unauthorized access to or from a
private network. Firewalls can be implemented as both hardware and software, or a combination of
both. Network firewalls are frequently used to prevent unauthorized Internet users from accessing
private networks connected to the Internet, especially intranets. All messages entering or leaving
the intranet pass through the firewall, which examines each message and blocks those that do not
meet the specified security criteria.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)

CO5 - Implement security techniques to prevent internet threats.

Laboratory Learning Outcome(s)

LLO 13.1 Configure firewall

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

Step 1: Secure your firewall

If an attacker is able to gain administrative access to your firewall it is “game over” for your
network security. Therefore, securing your firewall is the first and most important step of this
process. Never put a firewall into production that is not properly secured by at least the following
configuration actions:

e Update your firewall to the latest firmware.

e Delete, disable, or rename any default user accounts and change all default passwords. Make
sure to use only complex and secure passwords.

e If multiple administrators will manage the firewall, create additional administrator accounts with
limited privileges based on responsibilities. Never use shared user accounts.

e Disable simple network management protocol (SNMP) or configure it to use a secure community
string.

Step 2: Architect your firewall zones and IP addresses

In order to protect the valuable assets on your network, you should first identify what the assets
(for example, payment card data or patient data) are. Then plan out your network structure so that
these assets can be grouped together and placed into networks (or zones) based on similar
sensitivity level and function.

For example, all of your servers that provide services over the internet (web servers, email servers,
virtual private network (VPN) servers, etc.) should be placed into a dedicated zone that will allow
limited inbound traffic from the internet (this zone is often called a demilitarized zone or DMZ).
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Servers that should not be accessed directly from the internet, such as database servers, must be
placed in internal server zones instead. Likewise, workstations, point of sale devices, and voice
over Internet protocol (VOIP) systems can usually be placed in internal network zones.

Generally speaking, the more zones you create, the more secure your network. But keep in mind
that managing more zones requires additional time and resources, so you need to be careful when
deciding how many network zones you want to use.

If you are using IP version 4, Internal IP addresses should be used for all of your internal networks.
Network address translation (NAT) must be configured to allow internal devices to communicate
on the Internet when necessary.

Once you have designed your network zone structure and established the corresponding IP address
scheme, you are ready to create your firewall zones and assign them to your firewall interfaces or
sub interfaces. As you build out your network infrastructure, switches that support virtual LANS
(VLANS) should be used to maintain level-2 separation between the networks.

Step 3: Configure access control lists

Now that you have established your network zones and assigned them to interfaces, you should
determine exactly which traffic needs to be able to flow into and out of each zone.

This traffic will be permitted using firewall rules called access control lists (ACLs), which are
applied to each interface or sub interface on the firewall. Make your ACLs specific to the exact
source and/or destination IP addresses and port numbers whenever possible. At the end of every
access control list, make sure there is a “deny all” rule to filter out all unapproved traffic. Apply
both inbound and outbound ACLs to each interface and sub interface on your firewall so that only
approved traffic is allowed into and out of each zone.

Whenever possible, it is generally advised to disable your firewall administration interfaces
(including both secure shell (SSH) and web interfaces) from public access. This will help to
protect your firewall configuration from outside threats. Make sure to disable all unencrypted
protocols for firewall management, including Telnet and HTTP connections.

Step 4: Configure your other firewall services and logging

If your firewall is also capable of acting as a dynamic host configuration protocol (DHCP) server,
network time protocol (NTP) server, intrusion prevention system (IPS), etc., then go ahead and
configure the services you wish to use. Disable all the extra services that you don’t intend to use.

Step 5: Test your firewall configuration

In a test environment, verify that your firewall works as intended. Don’t forget to verify that your
firewall is blocking traffic that should be blocked according to your ACL configurations. Testing
your firewall should include both vulnerability scanning and penetration testing.

Once you have finished testing your firewall, your firewall should be ready for production. Always
remember to keep a backup of your firewall configuration saved in a secure place so that all of
your hard work is not lost in the event of a hardware failure.

Now remember, this is just an overview to help you understand the major steps of firewall
configuration. When using tutorials, or even if you decide to configure your own firewall, be sure
to have a security expert review your configuration to make sure it is set up to keep your data as
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safe as possible.
Firewall management

With your firewall in production, you have finished your firewall configuration, but firewall
management has just begun. Logs must be monitored, firmware must be updated, wulnerability
scans must be performed, and firewall rules must be reviewed at least every six months. Last of all,
be sure to document your process and be diligent about performing these ongoing tasks to ensure
that your firewall continues to protect your network.

VII. Required Resources
ir(') Name of the Resources Specifications Qty
1 Computer system Any desktop or laptop computer | o1
with basic configuration
2 Operating System Windows/Linux 01
VIII.  Precaution to be followed

1. Handle Computer System with care

2. Be caution while performing files related operations in computer System

IX. Procedure to be followed

Install firewall on any operating system.

1. Open settings

2. Select System and Security

Fig. No.13.1
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Fig. No.13.2
Figure 13.2

3. Click on “Turn Windows Defense Firewall on or off”

=] -
9o -

T - . '
a e -

Fig. N0.13.3

Configure firewall settings on any operating system.
1. Open settings
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Fig. No.13.4
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Fig. No.13.5
3. Click on “Turn Windows Defense Firewall on or off”
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4. Click “OK”

» Contod Fans m and Seouny » Winsaws Delender Frewall =

stomize settings for each type of network
¥ou con miocfy the frewsll settings for each frpe af networ that pou use

@ OTum on Windows Daferar Fiswal

Block all incoming connections. inchuding oes in the bt of sliowed apps

8 Moty me whan Windows Defender Finew g 0

0 Tum ofl Windams Deferaier Firewall inot recormemented.

@ ©Tum on Windows Defener Fomsl
Blok all coming CoRMBCtons, including ocs i tre ks o iowsd apps
1B Moty me when ‘Windaws Defencer Firswall iiacks 2 rew snn

e Tum off Windows Deferder Firewal | {not recommended;

Fig. N0.13.6

d Securit

Restore default settings

Restoring default settings will remove all Windows Defender Firewall settings that you have configured for all
netwark locations. This Might cause some apps to stop working,

Restore detaurts

Cances

Fig. No.13.7
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@ Windows Defender Firewall with Advanced Security = o X
File Adtion View Help
= = 3 7]
i f“‘:’:j‘:':“;jm Name Group Profile  Enabled inbound Rules -
B Connection Secunty Rules || & Allioyn Router (TCP-in) Allioyn Rout Domat.  Yes &3 NewRule.
1 Monitring @ Allioyn Router (UDP-in) Alljoyn Router Yes W ity Frotle >
© Cast to Device functionality (GWave-TCP-In) Cast to Device functionality Yes
 Cast to Device functionality [qWave-UDP-  Castto Device functionalty  Private  Yes T Filter by State k
© Cast to Device SSDP Ciscovery (UDP-In) Cast to Device functionality Public Ves W Filter by Group »
© Cast to Device streaming server (HTTP-Str..  Cast to Device functionality  Public  Yes View »
@ Cast to Device streaming server [HTTP-St stto Device functionalty  Private  Yes
@ Cast to Dewice streaming server [HTTP-Str ice functionality Domain  Yes ot
@ Cast to Device streaming server [RTCP-S yevice functionality Private  Yes Export List-
© Cast to Device streaming server [RTCP-Stre. Device functionality Domain  Yes H oo
@ Cast to Device streaming server [RTCP-Stre. Device functionality Public Ves
O Cast to Device streaming server [RTSP-Stre.  Cast to Device functionality  Public  Yes
@ Cast to Device streaming server (RTSP-Stre. Cast to Device functionality ~ Domain  Yes
@ Cast to Device streaming server [RTSP-Stre..  Cast to Device functionality Private  Ves
@ Cast to Device UPnP Events (TCP-In) Jevice functionality Public Ves
Connected Devices Platform - 'Wi-Fi Divect ed Devices Platform  Public
@ Connected Devices Platform (FCP-In} Connected Devices Platform  Doma.
© Connected Devices Platferm (UDP-In) Connected Devices Pistform ~ Dornai
8 Core Networking - Destination Unreachab_.  Core Networking Al Yes
@ Core Networking - Destination Unreachab.. Core Networking Al ¥es
© Core Networking - Dynamic Host Configu..  Core Networking Al Ves
ve Networking - Dynamic Host Configu.  Core Networking Al Yes
- Internet Group Manag..  Core Networking Al Yes
IPHTTPS (TCP-in) Core Networking Al Yes
16 (IPv6-In) Core Networking All Ves
g - Multicast Listener Don.  Core Networkin Al Vs
Networking - Multicast Listener Que..  Core Networking Al Yes
ro Networking - Multicast Listener Rep. re Networlang Al Yes
@ Core Networking - Multicast Listener Rep_.  Core Networking Al Ves
@ Core Networking - Neighbor Discovery A. - Core Networking Al Yes
@ Core Networking - Neighbor Discovery So. Core Networking All Yes
o Networking - Packet Too Big (CMPv.. Core Networking Al Yos
= —

Fig. No.13.8
X. Conclusion

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

XI. Practical Related Questions
1. List types of firewall?

2. What is intrusion detection system?
3. What is DMZ?
4. Describe packet filter router firewall with diagram?
5. Explain the needs of firewalls?
Space for answer

©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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.........................................................................................................................

XII. References/Suggestions for further reading

1. https//iwww. fortinet.com/resources/cyberglossary/firewall-configuration
2. https/iwww.securitymetrics.com/blog/how-configure- firewall-5-steps

XI.  Assessment Scheme (25 Marks)
S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4, Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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Practical No.14: Send a test mail securely using any open-source tool (Example- Pretty Good
Privacy with GnuPG)

VI.

Practical Significance

Data that can be read and understood without any special measures is called plaintext or cipher
text. The method of disguising plaintext in such a way as to hide its substance is called encryption.
Encrypting plaintext results in unreadable gibberish called cipher text. You use encryption to
ensure that information is hidden from anyone for whom it is not intended, even those who can see
the encrypted data. The process of reverting cipher text to its original plaintext is called
decryption.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)

CO5 - Implement security techniques to prevent internet threats.

Laboratory Learning Outcome(s)

LLO 14.1 Implement email security

Relevant Affective Domain related Outcomes

1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

In conventional cryptography, also called secret-key or symmetric-key encryption, one key is used
both for encryption and decryption. The Data Encryption Standard (DES) is an example of a
conventional cryptosystem that is widely employed by the Federal Government.

plantoxt ciphertoxt plaintext

Key management and conventional encryption

Conventional encryption has benefits. It is very fast. It is especially useful for encrypting data that
is not going anywhere. However, conventional encryption alone as a means for transmitting secure
data can be quite expensive simply due to the difficulty of secure key distribution. Recall a
character from your favorite spy movie: the person with a locked briefcase handcuffed to his or her
wrist. What is in the briefcase, anyway? It's probably not the missile launch code/ biotoxin
formula/ invasion plan itself. It's the key that will decrypt the secret data.

For a sender and recipient to communicate securely using conventional encryption, they must
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agree upon a key and keep it secret between themselves. If they are in different physical locations,
they must trust a courier, the Bat Phone, or some other secure communication medium to prevent
the disclosure of the secret key during transmission. Anyone who overhears or intercepts the key in
transit can later read, modify, and forge all information encrypted or authenticated with that key.
From DES to Captain Midnight's Secret Decoder Ring, the persistent problem with conventional
encryption is key distribution: how do you get the key to the recipient without someone
intercepting it?

Public key cryptography

The problems of key distribution are solved by public key cryptography, the concept of which was
introduced by Whitfield Diffie and Martin Hellman in 1975.

Public key cryptography is an asymmetric scheme that uses a pair of keys for encryption: a public
key, which encrypts data, and a corresponding private, or secret key for decryption. You publish
your public key to the world while keeping your private key secret. Anyone with a copy of your
public key can then encrypt information that only you can read. Even people you have never met.
It is computationally infeasible to deduce the private key from the public key. Anyone who has a
public key can encrypt information but cannot decrypt it. Only the person who has the

corresponding private key can decrypt the information.
public k.y privale key

k.,:) )\ =)

plodnto xt ciphortoxt plaintext

Public key encryption

The primary benefit of public key cryptography is that it allows people who have no preexisting
security arrangement to exchange messages securely. The need for sender and receiver to share
secret keys via some secure channel is eliminated; all communications involve only public keys,
and no private key is ever transmitted or shared. Some examples of public-key cryptosystems are
Elgamal (named for its inventor, Taher Elgamal), RSA.

Because conventional cryptography was once the only available means for relaying secret
information, the expense of secure channels and key distribution relegated its use only to those
who could afford it, such as governments and large banks (or small children with secret decoder
rings). Public key encryption is the technological revolution that provides strong cryptography to
the adult masses. Remember the courier with the locked briefcase handcuffed to his wrist? Public-
key encryption puts him out of business (probably to his relief).

How PGP works
PGP combines some of the best features of both conventional and public key cryptography. PGP is
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a hybrid cryptosystem. When a user encrypts plaintext with PGP, PGP first compresses the
plaintext. Data compression saves modem transmission time and disk space and, more importantly,
strengthens cryptographic security. Most cryptanalysis techniques exploit patterns found in the
plaintext to crack the cipher. Compression reduces these patterns in the plaintext, thereby greatly
enhancing resistance to cryptanalysis. (Files that are too short to compress or which don't compress
well aren't compressed.)

PGP then creates a session key, which is a one-time-only secret key. This key is a random number
generated from the random movements of your mouse and the keystrokes you type. This session
key works with a very secure, fast conventional encryption algorithm to encrypt the plaintext; the
result is ciphertext. Once the data is encrypted, the session key is then encrypted to the recipient's
public key. This public key-encrypted session key is transmitted along with the ciphertext to the
recipient.

plaintoxt is ancrygted
with asasion kay

S0GGIon key is encrypled
with public kay

cipherteat «
oncrypted sension key

How PGP encryption works
Decryption works in the reverse. The recipient's copy of PGP uses his or her private key to recover
the temporary session key, which PGP then uses to decrypt the conventionally-encrypted

ciphertext.
snctyoted recipiont's private Koy used
SNCTYPted meceage eageion key 10 dacrypt aeesion key
f—
s R
- BT G pe i
5‘;‘?’5} -
\.\» — "~ : 2
% _.:g ’.(_%5\'\
B, 4 N
“Wn‘n :") '\,‘_A
scason ey used ariginal
1o decrypt ciphertext plaintext
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How PGP decryption works

The combination of the two encryption methods combines the convenience of public key
encryption with the speed of conventional encryption. Conventional encryption is about 1, 000
times faster than public key encryption. Public key encryption in turn provides a solution to key
distribution and data transmission issues. Used together, performance and key distribution are
improved without any sacrifice in security.

Keys

A key is a value that works with a cryptographic algorithm to produce a specific cipher text. Keys
are basically really, really, really big numbers. Key size is measured in bits; the number
representing a 1024-bit key is darn huge. In public key cryptography, the bigger the key, the more
secure the cipher text.

However, public key size and conventional cryptography's secret key size are totally unrelated. A
conventional 80-bit key has the equivalent strength of a 1024-bit public key. A conventional 128-
bit key is equivalent to a 3000-bit public key. Again, the bigger the key, the more secure, but the
algorithms used for each type of cryptography are very different and thus comparison is like that of
apples to oranges.

While the public and private keys are mathematically related, it's very difficult to derive the private
key given only the public key; however, deriving the private key is always possible given enough
time and computing power. This makes it very important to pick keys of the right size; large
enough to be secure, but small enough to be applied fairly quickly. Additionally, you need to
consider who might be trying to read your files, how determined they are, how much time they
have, and what their resources might be. .

Keys are stored in encrypted form. PGP stores the keys in two files on your hard disk; one for
public keys and one for private keys. These files are called key rings. As you use PGP, you will
typically add the public keys of your recipients to your public key ring. Your private keys are
stored on your private key ring. If you lose your private key ring, you will be unable to decrypt any
information encrypted to keys on that ring.

Tool :

GnuPG (Gnu Privacy Guard), often referred to as GPG, is a free and open-source implementation
of the OpenPGP standard as defined by RFC 4880 (also known as PGP). GPG is a powerful tool
for encrypting, decrypting, and signing data and communications. It provides the core
functionalities needed to secure data and is widely used in various applications.

Key Features of GnuPG :

1. Open Source:

GnuPG is free software and is available under the GNU General Public License (GPL). This
ensures that it can be freely used, modified, and distributed.

2. Standards Compliant:

GnuPG adheres to the OpenPGP standard, making it compatible with other OpenPGP-compliant
software, including commercial PGP products.

3. Encryption and Decryption:

GPG can encrypt and decrypt files and communications, using a combination of symmetric-key
and public-key cryptography for secure data transfer.

4. Digital Signatures:
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VILI.

VIIL.

IX.

GPG supports creating and verifying digital signatures to ensure the authenticity and integrity of
data.

5. Key Management:

GPG provides robust tools for generating, managing, and distributing cryptographic keys. It
supports key servers for public key distribution and includes features for key signing and trust
management.

6. Web of Trust:

GPG supports the Web of Trust model, allowing users to sign each other's keys to establish a
network of trust relationships.

7. Scripting and Automation:

GPG can be easily integrated into scripts and automated workflows, making it suitable for a wide
range of applications from email encryption to securing software distributions.

Required Resources

ﬁlg Name of the Resources Specifications Qty

1 Computer system A_ny de_sktop or Ia_tptop computer | oq
with basic configuration

2 Operating System Windows/Linux 01

3 Software gi&%V\)/ln(Pretty Good Privacy with 01

Precaution to be followed

1. Handle Computer System with care

2. Be caution while performing files related operations in computer System
Procedure

1. To instal GPG on Windows, download and install the “Kleopatra” application from
“https/wvww.gpgdwin.org/download.html”. After installing start the “Kleopatra” application.

£ Gpg4win Setup

>

= Welcome to the installation of
Gpg4win Gpg4awin

GnuPG for Windows

Gpg<win is an installer package for Windows for EMail and
file encaryption using the core component GnuPG for
Windows. Both relevant ayptography standards are
supported, OpenPGP and S/MIME. Gpg4dwin and the
software induded with Gpg4win is Free Software.

Click Next to continue.

This is Gpg49win version 4.3.1
Release date 2024-03-11

Next > Cancel

Fig.No. 14.1
2. After installing click on Next.
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Q Gpg4win Setup —
Installing
AW Please wait while Gpg4awin is being installed.

Execute: "C:\Users\hp\AppDatalLocal\Temp\gnupg-w32-2.4.5_20240307-bin.exe”™ /S /D=C: ¥

A E= 0] > E
[

Paste Basic MNames Include Tags Secure
= Text ~ - ~ ~ =
Clipboard = GpgOL = -~
From - testuser@example.com
==
Seit—— A T O I | e tuser2 I com
E" Encrypt emails in Outlook with GpgOL.

Fig. No. 14.2
3. Write the path for the destiation folder. You can also browse it. After metioning the correct
destiation folder path click on install.

"8 Gpgawin Setup = ><

Choose Install Location
Choose the folder in which to install Gpggwin.

Setup will install Gpg<9win in the following folder. To install in a different folder, dick Browse
and select another folder. Click Install to start the installaton.

Destination Folder

Browse...

Space required: 122.2 MB
Space available: 6.3 GB

< Back Cancer

Fig. No. 14.3
4. This will open welcome page of “Kleopatra™ application.

™ Kleopatra - (=] >4
File View Certificates Tools Settings Window Help

o it CERENCS R Q El =1
Sign/Encrypt  Decrypt/Verify = Import Lookup on Server | Certificates  Notepad Smartcards

Welcome to Kleopatra 3.2.2.231170 (Gpg4win-4.3.1)
Kleopatra is a front-end for the crypto software GouPG.
For most actions you need either a public key (certificate) or your own private key.

«The private key is needed to decrypt or sign.
«The public key can be used by others to verify your identity or encrypt to you.

You can learn more about this on Wikipedia.

New Key Pair Import

Fig. No 14.4
5. On the welcome click on “Certificates” option. This will open the “Create OpenPGP
Certificate” dialogue box. Specify the Name and Email address n the fields and once you
mention click on “Advanced Settings...” button. (Key generation)
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(o]
File View Certificates Tools Settings Window Help

i iy R B 5 Q El )
Sign/Encrypt  Decrypt/Verify = Import Lookup on Server | Certificates = Notepad Smartcards

(™ Create OpenPGP Certificate - Kleopatra X

Enter a name andor an email address to use for the
certificate.

Welcome t e

Keopatraisal yagh

For mostactid Email address [vate key.

*Thep gowandareyash@gmail.com

*Thep — ierypt to you.
[ Protect the generated key with a passphrase.

You can learn
Advanced Settings...

OK Cancel

NewKeyPair | Import

Fig. No. 14.5
6. Provide the additional settings according to your requirements and finally click on “OK™.

| n =
File View Certificates Tools Settings Window Help
[ iy B B ® Q| ® Advanced Settings - Kieopatra X
Sign/Encrypt  DecryptiVerify  Import Lookup on Se

Technical Details

Key Material
O Rrsa 4,096 bits ¥,
+RSA 4,096 bits
Welcome { O psa
Kleopatra is a
For most acti¢ O ECDSA/EDSA ate key.
*Thep ;
*Thep jerypt to you.
You can learn Certificate Usage
@ signing
[J Authentication
Valid until:  17-06-2027 v
[ ok Cancel

Fig. No. 14.6
7. Once you click on “OK” it will create a certificate with the Name, Email, User-1Ds, Valid Until
and Key-ID you have provided to it. Click on the Name field of created certificate and select
“Export...” or press Ctrt-E from the drop down menus. (Export the key)

™ Kieopatra - [m] X

File View Certificates Tools Settings Window Help

i iy R B B Q &= El 54
Sign/Encrypt  DecryptiVerify = Import Export Certify LookuponServer | Certificates Notepad Smartcards

All Certificates

[ Alcertficates

Name E-Mail User-IDs Valid From Valid Until Key-ID
R A U RN R certified 17-06-2... 17-06-2... A82...
B Certify..

@ Revoke Certification...

Change End of Validity Period...
Change Passphrase...
Add User ID...

B Revoke Certificate...
Delete Del

i
B Export... Ctrl+E Export the selected certificate (public key) to a file |
B Backup Secret Keys...

Print Secret Key...
%, Publish on Server... Ctrl+Shift+E

R
Detais EEEED YAl -

Fig. No. 14.7
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8. Click on the Emalil field and select the “Backup Security Keys..” option from the drp down list
provided. (Backup private key)

™ Kleopatra — (m] X
File View Certificates Tools Settings Window Help

2 B mom B Q m = A

Ha
Sign/Encrypt  Decrypt/Verify ~ Import Export Certify LookuponServer | Certificates Notepad Smartcards

Seard 4 Al Certificates ¥
2 Alcertificates

Name E-Mail User-IDs  Valid From Valid Until Key-ID

ash igowandareyash@gmail SEE S T AR
¥ 9o B

B Revoke Certification...

Change End of Validity Period...
Change Passphrase...
Add User ID...

E#  Revoke Certificate...
T Delete Del

& Export... Ctrl+E

€% Backup Secret Keys...

& Print Secret Key...

#  Publish on Server... Ctrl+Shift+E

] | AN -
Fig. No.14.8

9. Copy the public key and paste in a new .txt file.

) (] ¢® Startbackup > Documents > Search D¢
= (m] X
= megs.txt ° public key.asc X 35
File  Edit  View @

mQINBGZvASUBEAC2xW1LsPkS1s33NHwre3yb8npQALpzT+ZeVysU3MyTz2pNg8DL
DFLiHLyQQ2/IheybMgmli3aeJZWSvHFOOW6d]7+1ijAQHebZNdriim7uQT710b75062
Z0BvANXsdQ9bDPED3CNd4eEzMIHAAGGAN192E3dulYEjLpoeTYo8Pd4Go3QRFXC]
WtaNi+9/2t60LpT/PdHndkErlgtD3s9a7c4dmelUfialyzz6jYwrRi63RBOCdy7+s
1Mu1LORT5d /WcuHcBUURWjHXvMM1QgDVSP088aXdVFQ2gQVFSz0ZI7pDg/1TaNIb
kalFs2]LAevbHjOUsGoTiF6Z9S4CNefxQB8CKtMNKkwLDYhg+YqcryGBVWYDNpGOIK
0D7+kKKfkgdBiVfbzMO+h+Hy90bqCjdiFGFa5YScYaqGoycUOWzK3ZjrThleN37+
I+Zh1bZ4wqdWAHMLQLGChTV1s@IRqYb9HZus6gmCxU/uixvEhhCdILMIZujtYNY4
u+k1TPIMnCAhsgZMdX1CActke968/pwd45aPV8QuELgadl4U6LrxGEwIuu3Vnzik
Toz2h4+mAAIZzalaaxrbhBeJ1Spu98eD8KxrzCybepbfw3W1UN1xCD5tomII91XL
kkWYwU2d0OVUzyhjUATnUHXprPLcgnU2RwNT+asosXFOkMYML1KcwPBo+BwARAQAB
tB55YXNoIDxnb3dhbmRhcmV5YXNoQGdtYW1lsLmNvbT6JAL1cEEWETAEEWIQSIE7LZ
abQsg6CF+720La2ybXUwOwUCZm/§1QTbAwUIBa00@WULCQgHAGT iAgYVCgkICWIE
FgIDAQIeBwIXgAAKCRCoLa2ybXUwOBMPD/9DA6XUMB8ResVKUMZkwhpP7BOgcqVa
ptncZMLj9EbBnkgNZZzWKaB/1GMcqTYw@1QIk@AUgMWt2]FYIOLZOhoCHKGEIUS@
a6/chxTESIKW2nzx+eBnXglN9eBYRjnsTwaOncgMHVvbVbUmnDDIRiRI0u4004Q3
LfGU801+M6GtFKOZrFetQ308pkUN6bUab3jYoTiylLzRdbyP1+0zk2KHsohXjcbf
UgunrlvFAsSWEbQoUShLiZIMMw+0AfWIZV77nsERT/9wxSTXayxBYeI28mXw8160G
9cY/noRNt8YKE2PUROKZ8TNCEQq7XGoZ14M2fBUEb35RA5cdhIRIUQZCTAFdVZPYS
Al bl kMH<RUAVAVR KL TVNNSCNeARhAANTK 2ma TN 7DNTPOI IsVARYANT i1 RF

Ln1,Col1 3,147 characters 100% Windows (CRLF; UTF-8

Fig. No.14.9
10. Create a demo file for encryption.

public key.asc public key2.txt hello this a test message. L] A

File  Edit  View &

hello this a test message.

Ln1, Col 27 26 of 26 characters 100%

UTF-8
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Fig. No. 14.10
11. Select the public key.

™ Keopat = 5
| 2 ™ Sign/Encrypt Files - Kleopatra X
File View Certificates Tools
o Y @ Sign / Encrypt Files
| SignfEncrypt  DecryptjVerify  Impe Prove authenticity (sign)
f

@ sion as: yash <gowandareyash@gmail.com> (certified, created: 17-06-2024) v
Sl LA | f 1
[T AlCertificates  Imported ENCrypt o |
—_————— = -
Name @ Encrypt for me: yash <gowandareyash@gmail.com> (certified, created: 17-06-2024) v
yash @ Encrypt for others: PR B AT o Sl eSS o2 2753038

(0 Encrypt with password. Anyone you share the password with can read the data.

Output
Output files/folder:

[_E C:/Users/hp/OneDrive /Documents/test. txt.gpg a R |

([ Encrypt / Sign each file separately.

Sign / Encrypt Cancel

Fig. No. 14.11
12. You can also Sign as emailid from the drop down arrow. Onced you fill all the required
mnformation. Click on “Sign/Encrypt” button.

™ Sign/Encrypt Files - Kleopatra X
File View Certificates Tools
o i @ Sign / Encrypt Files
Sign/Encrypt  Decrypt/Verify ~ Imp¢ Prove authenticity (sign)

@ sionas: [¥ yash <gowandareyash@gmail.com> (certified, created: 17-06-2024) v
Search..<Alt+Q> | Vv yash <gowandareyash@gmail.com> (certified, created: 17-06-2024) | |
[ AlCertificates  Imported Encrypt o |
S e | _
Name Encrypt for me: [ yash <gowandareyash@gmail.com> (certified, created: 17-06-2024) ~| )
yash 8 Enarypt for others: Plass Grler aTane t enal addies o8 2753038

[0 Encrypt with password. Anyone you share the password with can read the data.

Output
Output files/folder:

I—E C:/Users/hp/OneDrive /Documents/test. txt.apg anB |

[ Encrypt / Sign each file separately.

Sign /Encrypt| | Cancel

Fig. No. 14.12
13. You can select one or more certificates.
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™ Kle
File

View Certificates Tools

(5|gn/EnchDt Deaypt/Verify  Imp¢

Sign / Encrypt Files
Prove authenticity (sign)

8 sion as:
™ Certificate Selection - Kleopatra X

3 Alcertificates  Imported
= —~— Please select one or more of the following certificates:

bearch Al Certificates

% Allcertificates (<]

Name E-Mail

gowandareyash@gmail.com

User-

yash certif

O

Out
Out

Reload Import... Lookup... New... Groups... Close

txt.gpg

l—i C:/Users/hp/OneDrive,

(0 Encrypt / Sign each file separately.

Sign / Encrypt Cancel

¥ 2ch canuandarsvach@amsil com s [rartifind rraatad: 17.06-024) v

Name a 53
yash 13

All User-Ds are certified.

|
)75 303B

Fig. N0.14.13
14. Wait for the All operations to be completed.

™ Kieopatra
File

™ Sign/Encrypt Files - Kleopatra X

View Certificates Tools

Sign/Encrypt  Decrypt/Verify

Results
Status and progress of the crypto operations is shown here.

Search Alt+0 OpenPGP: All operations completed.

[3 Alcertficates  Imported
e S alitlesloo A Bl |

Name

test.txt — test.txt.gpg: Signing and encryption succeeded.

Show AuditLog
yash

)
)75 3038

Fig. No. 14.14
15. Enter the public key password in the passpharse field.

™ Ke
File

atra
™ sign

View Certificates  Tools

Sign/Encrypt  DecryptjVerify ~ Imp¢

Results
Status and progress of the arypto operations is shown here.

= OpenPGP: test.txt

% pinentry-qt = X

.

[?  AlCertificates  Imported

Name
yash
Please enter the passphrase to unlock the OpenPGP secret key:
“yash <gowandareyash@gmail.com>"

4096-bit RSA key, ID AB2DADB26D753038,
created 2024-06-17.

Passphrase: |

Cancel

Cox )

Cancel

Fig. No.14.15

\
)75 303B

16. Select Decrypt as well as select the encrypted file which we have to decrypt.
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| File  View

SignfEncrypt  Decrypt/Verify | Impc

™ Decrypt/Verify Files - Kleopatra

Certificates  Tools

i @z Output folder: C:/Users/hp/OneDrive/Documents|

All operations completed.

crs@

Signature created on 17 June 2024 13:13:57

With certificate:

yash <gowandareyash@amail.com> (A82D ADB2 6D75 3038

The signature is valid and the certificate’s validity is ultimately trusted.

)75 3038

3| Alcertificates  Imported
=i
Name test.txt.gpg — test.txt: Show AuditLog |
s Valid by com
Recipient: yash il.com> (A82D ADB2 6D75 3038)

Save All

Fig. No. 14.16

17. Selection of the encryted file

= Documents

« T

® New

) Home

A Gallery

&l Desktop
4 Downloads
- Documents »
P8 Pictures +
@ Music
I3 Videos
Screenshots
monitoring
monitoring confirme«

hp

> @ OneDrive

v [ This PC

Windows (C:)

139 items

X+

& Startbackup > Documents >

TN Sort View

Name Date modified Type Size

[®] structure 2 2022 06:11 Application

1 student record page Microso 70KB
[ StudentData 20-1 File 1KB
[) suususs.cpp Turbo C++ 10KB
= test Text Document 1KB
2 testixt OpenPGP Binary F 2KB
[5) thumb-1 This can be encrypted dat, a signature or 2 certificate. | JPG File 21k8
[} travel agency manager.cpp Turbo C++ 1K8

[®] travel agency manager Application

£27) Understanding Article 48(A) and 58 Microsoft PowerP.

[ unitsandconversion.cpp Turbo C++ 1KB
[ unitsandconversion Application 130K8
[] Untitled1.cpp Turbo C++ 1K8
[®] Untitled1 Application

[7) whilelooopppp.cpp Turbo C++ 1KB
[&] whilelooopppp Application

[] whileloop.cpp Turbo C++ 1KB

[ IR

Fig. No.14.17

18. Finally we get a Decrypted message.

Discard

Search Documents

ENG
IN

2P D

= o X
Q
(B Details

1315 g
17-06-2024 = €D
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r 1
™ Kleopatra — 0 X

File View Certificates Tools Settings Window Help

i i = B ® Q El B

Sign/Encrypt  DecryptVerify | Import Lookup on Server  Certificates | Notepad = Smartcards
[ sign / Encrypt Notepad | & Decrypt / Verify Notepad | (&% © Revert
Notepad — Notepad: Show Audit Log
Valid sit Y il.com

@ Close
Recipient: yash <gowandareyash@gmail.com> (A82D ADB2 6D75 3038
Signature created on 17 June 2024 13:25:40
With certificate:
yash <gowandare om> (A82D ADB2 6D75 3038)
The signature is valid and the certificate’s validity is ultimately trusted.

& Notepad & Recipients

hello this is a test message

Fig. No. 14.18

X. Conclusion

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
© 00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

©000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

XI. Practical Related Questions
1. Email security?
2. List types of email security techniques?
3. What is SMTP & S/MIME protocol?
Space for answer

00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ssssscccsscsccs
€0 0000000000000000000000600000000000000000000000000000000000000000CC000000000000000000000000000000000000000000000000000000
00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000ss
€0 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

€0 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000000600000000000606060000000000000006000000000060600600000000000600600000000000000600000000000000000000000000000000

00 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 00000000006060000000000660600000000000006060000000000060600000000000000060000000000060000000000000000000000000000000000000000
€0 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
€0 0000000000606060000000000006000000000000606060000000000060600600000000000600000000000000000000000000060000000000000000000000000
00 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
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XI1. References/Suggestions for further reading

1. https//iwww.digitalocean.com/community/tutorials/how-to-use-gpg-to-encrypt-and-sign-
messages
2. https//iwww. fortinet.com/resources/cyberglossary/pgp-encryption

XI.  Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15
1. Correctness of flow of procedure
2. Debugging ability
3. Quality of Input/Output displayed.(messaging and formatting)

Weightage- Product related: 40% Marks-10
4. Answer to sample questions
5. Submission of assignment on time.
Total 25

Dated Signature of Course Teacher
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Practical No.15: Set up security policies for any web browser and Email account
(Example: setting filter, spam for email security. Low security apps settings, cookies,
synchronization for web browser)

VI.

Practical Significance

Browsers have become a gateway for security breaches. Whether it's data theft or targeted
ransomware attacks, browsers are being used by cybercriminals as the point of contact to attack
organizations. On noticing this trend, browser vendors are coming up with their own set of security
precautions in the form of browser security settings that should be enabled to protect end users
from such threats. An email security policy significantly reduces the risk of falling victim to cyber
threats such as phishing, malware, and ransomware, which often enter through email systems. By
setting guidelines on how to handle and secure email communications, it ensures that sensitive
data remains confidential and is not exposed to unauthorized entities.

Industry / Employer Expected Outcome(s)

1. Implement policies and guidelines to maintain data security and privacy during data
transmission.

Course Level Learning Outcome(s)
COL1 - Identify types of attacks which causes threat to Information Security.
CO5 - Implement security techniques to prevent internet threats.

Laboratory Learning Outcome(s)
LLO 10.1 Apply browser settings.

Relevant Affective Domain related Outcomes
1. Follow safely practices

2. Maintain tools and equipment.

3. Follow ethical practices.

Relevant Theoretical Background

Browser Security Plus offers three different sets of policies to address the above challenge. They
are as follows:

1. Data Leakage Prevention

2. Threat Prevention

3. Browser Customization

Each of these policies is a collection of browser settings and configurations provided by Chrome,
Internet Explorer, Edge, and Firefox browsers brought together in order to cater to specific
requirements. This gives IT administrators the option to deploy security policies to different
browsers in various computers as needed, all from one place. Once these settings have been
configured and deployed to a computer from Browser Security Plus, end users won't be able to
make changes to the settings. This ensures that recommended security settings are always enabled
on the end users' computers.

Configurations to prevent data leakage through browsers

Deploy data security policy to ensure Data Leakage Prevention. You can manage passwords,
disable auto fill option, ensure that users can't delete the browser history, prevent third-party
cookies from being saved and so much more.

Configurations to prevent threats
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Threat prevention policy helps IT administrators rest assured that the computers are safe from
web-based threats. IT admins can enable safe browsing for Chrome browser and Smart Screen
fitter for Microsoft Edge and Internet Explorer. These two settings shield users from websites
containing malicious programs imbedded in them and drive-by attacks.

e Configurations to enhance browsing experience
Browser customizations, on the other hand, enhance the browsing experience for the end users. IT
admins can enable or disable images or audio, set a desired homepage, deploy bookmarks
remotely, and much more.
Optimizing your browser’s settings is a critical step i using the Internet securely and privately.
Today’s popular browsers include built-in security features, but users often fail to optimize their
browser’s security settings on installation. Failing to correctly set up vyour browser’s security
features can put you at a higher risk for malware infections and malicious attacks. This installation
of our “Cyber security 101 series provides our tips for securing several of today’s most popular
browsers, including Google Chrome, Mozilla Firefox, and Microsoft Internet Explorer. While it is
impossible to guarantee complete protection from cyber threats, following these tips will greatly
increase the security of your web browser.
Tips for Secure Browsing with Google Chrome
Settings” menu or by navigating to “chrome://settings/."

e Enable phishing and malware protection: Make sure that Chrome’s phishing and
malware protection feature is enabled under the ‘“Privacy” section. This feature will warn
you if a site you’re trying to visit may be phishing or contain malware.

e Turn off instant search: The Instant search feature should be turned off for optimal
security. While it offers some convenience in searching, having this feature enabled means
that anything you type in the address bar is instantly sent to Google.

e« Don’t sync: Disconnect your email account from your browser under the “Personal Stuff”
tab. Syncing your email account with your Chrome browser means that personal
mformation such as passwords, autofill data, preferences, and more is stored on Google’s
servers. If you must use sync, select the “Encrypt all synced data” option and create a
unique passphrase for encryption.

« Configure content settings: Click “Content settings” under the “Privacy” section and do
the following:

o Cookies: Select “Keep local data only until I quit my browser” and ‘“Block third-
party cookies and site data.” These options ensure that your cookies will be deleted
upon quitting Chrome and that advertisers will not be able to track you using third-
party cookies.

o JavaScript: Select “Do not allow any site to run JavaScript.” It is widely
recommended that JavaScript be disabled whenever possible to protect users from
its security wvulnerabilities.

o Pop-ups: Select “Do not allow any site to show pop-ups.

o Location: Select “Do not allow any site to track my physical location.”

« Configure passwords and forms settings: Disable Autofill and deselect “Offer to save
passwords I enter on the web” under the “Passwords and forms” section. Doing so will
prevent Chrome from saving your logins, passwords, and other sensitive information that
you enter into forms.
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VII. Required Resources

Sr.

No Name of the Resources Specifications Qty

Computer system Any desktop or laptop computer

with basic configuration 01

2 Operating System Windows/Linux 01

3 Software Web Browser 01

VIII. Precaution to be followed
1. Handle Computer System with care
2. Be caution while performing files related operations in computer System

IX.  Procedure
1. Email security policies:
A. Email Account :
Step 1: Open an Gmail account

v M Spam (27) - sunitavelapure®qr X G Add custom spam filtersto G X | + - a %

€« > C 23 mail.google.com/mail/u/0/?tab=rm8&ogbl#spam w & e

= M Gmail Q_ inispam X = o & = e

11
T

/ Compose From v || Anytime v || Hasattachment || To v || Isunread | Advanced search Quick settings X
: See all settings
o~ e : -30 of 30 =y o
@ Updates
2 Forums Messages that have been in Spam more than 30 days will be automatically deleted Apps in Gmail
. N Delete all spam messages now
© Promotions 2 Chat and Meet
A Less O ¥ D American Express Apply For American Express® Platinum Travel ... 1:20PM Sustorize
Chats
Sushama Pawar IS-PR-12-13 - Checked , OK Regards, Sushama S, @ 1224PM Density
Be Scheduled
Sushama Pawa IS-EXP-10 i - Ok Regards, Sushama S. Pawar (998.. @  1221PM ®
& AlMail ushama Pawar i - Ok Regards, Sushama S r (998 @® Default g
27 Sushama Pawar updated IS exp-9 - Kindly add algorithm in experi.. @  1216PM
O Sham i 2 O Comfortable
@ Trash BOBCARD No Joining Fee. No Annual Fee. Get BOBCARD ... Jun 17
2  Manage labels i % . - O  Compact
Bajaj Insta Card Shop on No Cost EMIs with flexible tenure of 3... Jun 16
+ Create new label
sunitavelapure You received a direct deposited § 1500.00 ((N... Jun16 Theme View all

® Personal

Credit Card Get Complimentary Amazon.in Voucher worth ... Jun 14 -i
v More

HNFC FRGO Health 99% Claims Paid W1 Onlv with HDEC FRGO He Jun 13

Labels + Club Mahindra Explore 4 Exotic Destinations for FREE* # 2> -\ Jun 15 % *I-
—— ,E

<

H O Type here to search t [ W s0C Partysumy A G 98z D) BNG 13—1:3:-227024 =
Fig. No. 15.1
Step 2: Click on settings. Click on see all settings
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~ M Settings - sunitavelapure@gm= X G Add custom spam filters ta G X |+ - b4
« G % mailgoogle.com/mail/u/0/?tab=rm&oghbl#settings/general % & 0
= M Gmail Q, Search mail 3 ® ® e
. = -
5 G Settings
General Labels Inbox Accountsand Import Filters and Blocked Addresses Forwarding and POP/IMAP  Add-ons Chat and Meet Advanced
Updates
o z Offline  Themes
By Forums 124
. Language: Gmail display ‘ English (US) v |Change language settings for other Google products

©  Promotions 2
A Less Enable input tools - Use various text input tools to type in the language of your choice - Edit tools - Learn more
B chats Right-to-left editing support off
Eo Scheduled () Right-to-left editing support on
B Al mail Phone numbers: Default country code: | India ~
@O Sspam 27

Maximum page size: conversations per page
W Trash
#  Manage labels Undo Send: Send cancellation period. seconds
+  Create new label Default reply behavior: ) Reply
) Reply all

Labels + )
Hover actions:

B Personal

v More

Send and Archive:
https://mail google.com/mail/u/0/tab=rméogbl#settings/chat

R Type here to search

Enable hover actions - Quickly gain access to archive, delete, mark as read, and snooze controls on hover.
Disable hover actions

~ Show "Send & Archive" button in reply

Partly sunny

Fig. No. 15.2

Step 3: Click on filter and blocked addresses

~ M Settings - sunitavelapure@®gm:= X G Add custom spam filters to G

< c 23 mail.google.com/mail/u/0/7tab=rm&ogbl#settings/filters

X |+

hes
[«
o

= M Gmail Q_ Search mail = ® ® m e
. = -
5 s Settings
General Labels Inbox Accountsand Import Filters and Blocked Addresses Forwarding and POPIMAP  Add-ons Chatand Meet  Advanced
Updates
o = Offline  Themes
) Forums 124
X The following filters are applied to all incoming mail:
©  Promotions 2
Select: All, None
~ Less
Chats
= Create a new filter Import filters.
Ee Scheduled
The following email addresses are blocked. Messages from these addresses will appear in Spam:
B2 Al Mail
@ Sspam a7 You currently have no blocked addresses.
W Trash Select: All, None
! Manage labels
+ Create new label
Terms - Privacy - Program Policies Last account activity: 45 minutes ago
5.16 GB of 15 GB (101%) used [ Details
Labels TP
B Personal
v More ¢
https://mail.google.com/mail/u/0/ Ttab= g g

£ Type here to search

Step 4: Click on create new filter.

Fig. No. 15.3
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~ M Settings - sunitavelapure@gm= X G Add custom spam filters ta G X |+ - b4
« G % mailgoogle.com/mail/u/0/?tab=rm&agbl#settings/filters % & 0

M™i Gmail Q, Search mail ® @ = e

From [ g
¢/ Compose
To 1AP Add-ons Chatand Meet Advanced
(@ Updates Subject
By Forums 124
Has the words
©  Promotions 2
- Doesn't have
[E] Chats Size greater than - MB -

Eo Scheduled [0 Hasattachment [J Don'tinclude chats

B Al Mail
© spam z =3
W Trash eee——
%  Manage labels
+  Create new label
Terms - Privacy - Program Policies Last account activity: 45 minutes ago

5.16 GB of 15 GB (101%) used [ Details
Labels TP
B Personal
v More B

H R Type here to search 0°C Partly sunny

Fig. No. 15.4
Step 5: You can also change labels in settings option.

v M Seftings - suntavelspure@gm: X+ = X
< c 23 mail.google.com/mail/u/0/7tab=rm8&ogbl#settings/labels Yo & o
= M Gmail Q, Search mail = ® ® m e
. —
5 s Settings

General Labels Inbox Accountsand Import Filters and Blocked Addresses Forwarding and POPIMAP  Add-ons Chatand Meet  Advanced

D Important .
e Offline  Themes

B Sent
System labels Show in label list
[ Drafts 80
. Inbox
~D Categories
o social 1 Starred show hide
@ Uupdates 12,515 Snoozed show hide
By Forums ] Important show hide
Promotions 1
© Chats show hide
v More
Sent show hide
Labels + Scheduled show hide show if unread
®  Personal Drafts show hide show if unread
2 e Al Ml show  hide
B  Receipts
Spam show hide show if unread
B work ¢
Tennk RIS

H £ Type here to search Partly sunny

Fig. No. 15.5

B. Spam mail: Add custom spam filters to Gmail
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1 Spam (1) - bhakarepradnyals@ X

25 mailgoogle.com

I
K
@
g
p
X
i
®
@
o

S
2
H
@

©®r @

1JSES Editor Inviting paper for Publication: Volume 8 Issue 5, 2024 - International Journal of Scientific Engineering and Science (LISES) ISSN (Online): 2456-7361 Impact Factor (S

+#0=2=0eRy Y >0V
> - o

Label + @z

Enable deskiop notifications for Gmail.  OK  No, thanks X

H £ Type here to search i o i B =R =R ;g;;ga B
Fig. No. 15.6
Customize Gmail's default spam filtering for Google Workspace. This article is for administrators.

If you're using Gmail, learn how to mark or unmark spam in your Gmail account. By default, Gmall
scans all email messages for spam. When Gmail detects a spam message, the message is delivered
to the recipient's spam folder. You can't turn off Gmail's spam scanning. However, you can use
the Spam setting to create spam filters to customize Gmail's spam scanning behavior.
You can set up custom spam filters so that:

e Messages from senders on an approved senders list aren't marked as spam.

e Messages from senders in your domains aren't marked as spam.

e Spam messages are put in quarantine, so you can review them before they’re delivered to

recipients.
e Messages from bulk senders are scanned more closely for spam.

2. Browser Settings:

A. Change your cookie settings
1. On your computer, open Chrome.
2. At the top right, click More Settings.
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£ Settings

> C & Chrome

() Settings

& Youand Google

B Autofill and passwords
@  Privacy and security
(&  Performance

@&  Appearance

@, Search engine

B0 Default browser

()  Onstartup

@  Languages

3+ Downloads

T Accessibility

9, system

) Reset settings

M Extensions 4

&  About Chrome

ﬂ £ Type here to search

X Settings - Privacy and security

[¢] & Chrome

Q Search settings

You and Google

Pradnya Bhakare
@ Syncing to bhakarepradnya19@gmail.com

Sync and Google services

Manage your Google Account

Customize your Chrome profile

Imp

bockmarks and settings

Turn off

Fig. No. 15.7
3. Click Privacy and security. Third-party cookies. Tip: If you are part of the Tracking
Protection test group, follow the “Tracking Protection” instructions instead.

@ Settings

You and Google

B Autofill and passwords
@  Privacy and security
G Performance

@&  Appearance

Q. search engine

BN Default browser

()  Onstartup

@

Languages

3

Downloads
Accessibility

System

+
]

£ Reset settings
M Extensions [
=

&  About Chrome

4. Select an option:

Q Search settings

Take the Privacy Guide

Review key privacy and security controls in Chrome

Get started No thanks

Safety Check

@ Chvome found some safety recommendations fr your revien

Chrome update

Privacy and security

Clear browsing data
Clear history, cookies, cache, and more

-

d security controls

Third-party s
Third-party cookies are blocked in Incognito mode

o to Safety Check

344PM

~ 5 T )

Fig. No. 15.8

Allow third-party cookies.

6/18/2024 Eg
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2 Settings - Third-party cookies

G & Chome

o

Settings

You and Google:

Autofill and passwords

c oo % R & Do)

O F 4 @

o ¥

H £ Type here to search

You can also achieve this by:

Fig. No. 15.9

5:45 PM

A DY oo B

Click on the chrome menu (the three dots at the top right). Select settings. Under the Privacy

and security section click the Cookies and other site data. In the Gene
are able to change the settings, such as allow all cookies, block third-
all cookies.

B. Less security app settings in web browser.

ral settings section you
party cookies or block

Google Account Q

Manage devices
Home

Personal info

[ @

Data & personalization

Less secure app access

Security

& 0O

used. Learn more

£ People & sharing

@ oif

Payments & subscriptions

Turn on access (not recommended)

Help

Send feedback
Signing in to other sites

You

o ™ Signing in with Google

and

ecure sign-

Manage third-party

n

use your Google Ac
ADNS

Fig. No. 15.10
Manage access to less secure apps
Sign in to your Google Admin console. ...
In the Admin console, go to Menu Security Access and data control. ...

N

(often used for departments) or configuring group (advanced).

C. To manage a user’s access to less secure apps

(Optional) To apply the setting only to some users, at the side, select an organizational unit
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You can allow users to turn on or off access to less secure apps or disable their access to less

secure apps.
1. Sign in to your Google Admin console.
2. Sign in using anadministrator
adityachavan@ gmail.com

account, not

your

current account

3. In the Admin console, go to Menu Security Access and data control less secure apps.
4. (Optional) to apply the setting only to some users, at the side, select an organizational

unit (often used for departments) or configuration group (advanced).

D. Group settings override organizational units.

Organizational units
e

Users Manage organizational units | Showing 1

organizational units
Groups

Q Search for organizational units
Target audiences

Organizational units

» Buildings and resources

Name Deseription

Directory settings

Directory sync BETA

Create organizational unit

Fig. No. 15.11
1. Select the setting for less secure apps:

o Disable access to less secure apps (Recommended): Users can’t turn on access to
less secure apps. If you select this option while a less secure app already has an
open connection with a user account, the app will time out when it tries to refresh

the connection. Timeout periods vary per app.

e Allow users to manage their access to less secure apps: Users can turn on or off

access to less secure apps.
2. Click Save. Or, you might click Override for an organizational unit.
3. To later restore the inherited value, click Inherit.

E. Synchronization for web browser

x  +

~ 4 Settings - Sync and Google ser

« ome settings,

®

Settings

cmd o 8 P & @

® languages
& Downioads

F  Accessibility

A sytem

D Reset settings.

M Extensi =2

&  Asout Chrom:

Fig. No. 15.12
Choose what info is synced
1. Onatrusted computer, open Google Chrome web browser.

5:56 PM

N D) G B
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At the top right, click more. Settings.

Under "You and Google," click Sync and Google services. ...

Under "Sync,"” click Manage what you sync.

Turn off "Sync everything."

Turn off any data you don't want synced to your account.

On the top right-hand menu of Google Chrome, open the menu and select Settings.

If you have not signed into your Google account, select "Turn on sync..." and sign in when
prompted.

9. Once signed in, any bookmarks and settings should automatically sync. .

10. Select "Manage what you sync.

NGk WN

X. Conclusion

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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XI.  Practical Related Questions
1. Explain Cookies and enlist its types.
2. Explain the different types of cyber-attacks that can target web browsers.
Space for answer
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XII. References/Suggestions for further reading

1. https//www. manageengine.com/browser-security/policy-deployment. html
2. https://youtu.be/Q8dfVHPVG0O?si=tlefnd ZOuswPkgb-

X1, Assessment Scheme (25 Marks)

S. No. Weightage- Process related: 60% Marks-15

1. Correctness of flow of procedure

2. Debugging ability

3. Quality of Input/output displayed.(messaging and formatting)
Weightage- Product related: 40% Marks-10
4. Answer to sample questions
Submission of assignment on time.

o

Total 25

Dated Signature of Course Teacher
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